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1. Purpose. To outline policies, conditions, and procedures governing
the coll ection, safeguarding, naintenance, use, access, anendnment, and

di ssenmi nation of personal information in systens of records kept by the
Mari ne Cor ps.

2. Cancellation. MO P5211. 2A.
3. Action

a. Marine Corps Activities. Al Marine Corps activities shall carry
out the provisions of the Privacy Act per the reference and this Manual

b. Privacy Act Report. Commandi ng generals; commandi ng officers of
Marine Corps districts; commandi ng; commandi ng officers and officers in
charge not in the adm nistrative chain of command of conmandi ng general s
and commandi ng of ficers of Marine Corps districts; and staff agencies of
Headquarters, U. S. Marine Corps, shall submt an annual report of Privacy
Act activities to the Cormandant of the Marine Corps (ARAD) by 1 February
each year. This report will cover activities occurring during the preceding
cal endar year. Statistical data shall be collected during the cal endar year
to complete this report. Refer to chapter 12 for further instructions.

4. Summary of Revision. This Manual is published incorporating previous
changes that are still in effect and only m nor changes for clarification
of text. Chapter 11, which lists Marine Corps forns subject to the Privacy
Act was deleted since forns may be frequently added, nodified, or deleted.
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THE PRI VACY ACT OF 1974

CHAPTER 1

BACKGROUND, APPLI CABI LI TY, AND EFFECT

1000. BACKGROUND. The Privacy Act was established to give a greater
control of the way records about an individual are maintained and to

el i m nate needl ess intrusions of personal privacy through the maintenance
of records. The Privacy Act is applicable to all systens of records from
which information may be retrieved by nanme of the individual, by some

i dentifying nunmber, synbol, or other identifying particular assigned to
or associated with an individual. The Act was designed to ensure that:

a. no Federal Government personal recordkeeping systens or files
exi st that are secret;

b. Federal Government personal information files are limted to
which are clearly necessary;

c. individuals have an opportunity to see what infornation about
themis maintained and to challenge its accuracy, relevancy,
timeliness, and conpl et eness;

d. personal information collected may be used only for authorized
pur poses unl ess the individual consents to other uses.

1001. APPLICABILITY AND EFFECT

1. Scope. This Manual applies to all Marine Corps mlitary and
civilian personnel including nonappropriated funded enpl oyees,

and to any contractor maintaining a systemof records to acconplish
a Marine Corps mission. For the purposes of crimnal liabilities
adj udged, any contractor and enpl oyee of such contractor shall be
consi dered an enpl oyee of the Marine Corps. This Manual applies to
all requests made by individuals under the Privacy Act, for copies
or review of records pertaining to thenselves, that are |located in

a system of records subject to the Privacy Act. Additionally, al
requests by individuals for records, located in a system of records,
pertaining to thensel ves that specify the Freedom of Information Act
or Privacy Act (but not both) shall be treated under the procedures
established under the Act specified in the request. Wen the request
specifies that it be processed under both the Freedom of I|nformation
Act and Privacy Act, Privacy Act procedures should be enployed. The
i ndi vi dual shoul d be advised that the Marine Corps has elected to
process the individual’ s request under the provisions of the Privacy
Act and that all information will be provided that can be rel eased
under either the Freedom of Information Act or Privacy Act. 1In the
event of a conflict, this Manual takes precedence over any existing
Marine Corps directive dealing with the collection, naintenance, use,
and di ssem nation of personal information
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1001 THE PRI VACY ACT OF 1974

2. Judicial Sanctions. Any nenber or enpl oyee of the Marine Corps may be
found guilty of a m sdeneanor and fined not nore than $5,000 for willfully
mai ntai ning a system of records without first neeting public notice require-
ments; disclosing information protected under the Privacy Act to any

unaut hori zed person or agency; or obtaining or disclosing information

about an individual under false pretenses.

3. Relationship Between the Freedom of Information Act and the Privacy Act

a. The Freedom of Information Act enabl es nenbers of the public to
obtain rel easabl e records on the operation and activities of the Executive
Branch of the Federal CGovernnent. The maxi mum anount of requested infornma-
tion is made available to the public unless it fails within the nine
exenpted categories (see MCO P5720. 56).

b. The Privacy Act provides safeguards for individuals against
i nvasions of privacy as a result of the collection of personal information
by the Executive Branch of the Federal Government. The Privacy Act allows
the individual of record the opportunity to request access, notification
and anendnent of the personal record

c. Exenption (b)(6) of the Freedom of Information Act ensures that
there is no conflict with the Privacy Act and may be clai ned when nenbers
of the public request personal records on individuals. This exenption
protects the privacy of the individual fromunwarranted injury, annoyance
of publicity due to the rel ease of personal records (e.g., nedical or
personnel files).

1-4



THE PRI VACY ACT OF 1974

ACCESS

AGENCY.

AMENDMENT .

CONFI DENTI AL SOURCES

DEFENSE DATA | NTEGRI TY BOARD .

DENI AL AUTHORI TY .

DI SCLOSURE .

EXEMPT SYSTEMS
FEDERAL REG STER

I NDI VI DUAL.

I NI TI AL DETERM NATI ON
MAI NTAI' N

M NOR .

NOT1 FI CATI ON
OFFI Cl AL USE .
PERSONAL | NFORVATI ON

PRI VACY ACT REQUEST .

CHAPTER 2

DEFI NI TI ONS

PARAGRAPH  PAGE
2000 2-3
2001 2-3
2002 2-3
2003 2-3
2004 2-3
2005 2-3
2006 2-3
2007 2-4
2008 2-4
2009 2-4
2010 2-4
2011 2-4
2012 2-4
2013 2-4
2014 2-4
2015 2-5
2016 2-5



THE PRI VACY ACT OF 1974

PARAGRAPH PAGE

RECORD . . . . . . . . . . . e 2017 2-5
REVIEWAUTHORITY . . . . . . . . . . . . . . . . .. 2018 2-5
RI SK ASSESSMENT . . . . . . . . . . . . . . . . . .. 2019 2-5
ROUTINE USE . . . . . . . . . . . . . . . . . . . .. 2020 2-5
STATISTICAL RECORD . . . . . . . . . . . . . . . . . . 2021 2-5
SYSTEM OF RECORDS . . . . . . . . . . . . . . .« . .. 2022 2-5
SYSTEM MANAGER . . . . . . . . . . . . . . . . . . . . 2023 2-6
WORD PROCESSI NG EQUI PMENT . . . . . . . . . . . . . . 2024 2-6
WORD PROCESSING SYSTEM. . . . . . . . . . . . . . . . 2025 2-6

WORKING DAY . . . . . . . . . . . . . . . . . . . . . . 20206 2-6

2-2



THE PRI VACY ACT OF 1974

CHAPTER 2
DEFI NI TI ONS

2000. ACCESS. The process whereby an individual, or a representative
designated by the individual, or the individual’s |egal guardian, my

review or obtain copies of a record containing personal information on
that individual which is in a system of records mai ntai ned by the

Mari ne Cor ps.

2001. ACENCY. For purposes of disclosing records, the Departnment of
Defense is an "agency." For all other purposes, including applications
or access, appeals fromdenials, exenpting systens of records, etc.
the Marine Corps is the "agency."

2002. AMENDMENT. The nodification of a record because of its inaccuracy
or inconpl et eness.

2003. CONFI DENTI AL SOURCES. An individual or organization that has
furni shed information to the Federal Governnent under an: express prom se
that the identity of the source would be withheld; or inplied promse to
withhold the identity of the source made prior to 27 Septenber 1975.

2004. DEFENSE DATA INTEGRITY BOARD. A Board consisting of nmenbers of the
Def ense Privacy Board and the DoD | nspector General or the designee, that
convene to oversee, coordinate, and approve or disapprove all DoD comnponent
conmput er nmat ching covered by the Privacy Act.

2005. DENTAL AUTHORITY. An official in the Marine Corps authorized either
by the Secretary of the Navy or the Commandant of the Marine Corps to deny
an individual’s request for notification, access of anendnent when the
request i s made under the provisions of the Privacy Act.

2006. DI SCLOSURE. The conveyance of any information froman individual’s
record by any means of conmmunication to another individual or organization
In the context of the Privacy Act and this Manual, this termonly applies to
personal information that is part of a system of records.
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2007 PRI VACY ACT OF 1974

2007. EXEMPT SYSTEMS. Systens of records exenpted fromcertain provisions
of the Privacy Act because of the nature of information contained therein
e.g., classified material, infornmation maintained in the interest of

nati onal security, certain investigative material, or test material

2008. FEDERAL REGQ STER A publication of the U S. CGovernnment printed

for the public five tinmes a week. It contains all current Presidentia
procl amati ons, executive orders, and regul ations of Federal agencies having
applicability to and | egal effect on the public. It is used to publicize

system noti ces.

2009. INDIVIDUAL. A living citizen of the United States, or an alien
lawfully adm tted for permanent residence, or an enlistee in the United
States naval service, including a minor. Additionally, the |egal guardi an
of an individual or a parent of a minor has the same rights as the

i ndi vidual, and may act on behal f of the individual concerned under the
provi sions of this Manual. Menbers of the naval service, once properly
accepted, are not mnors for the purposes of this Manual. The use of the
term "individual" does not, however, vest rights in the representatives
of decedents to act on behalf of the decedents under this Manual, nor does
the termenbrace individuals acting in an entrepreneurial capacity; e.qg.
sol e proprietorshi ps and partnerships.

2010. IN TIAL DETERM NATION. The determi nation made by either a systens
manager or denial authority to grant or deny an individual’'s request for
notification, access, or anmendnent under the provisions of the Privacy Act.

2011. MAINTAIN. Wen used in the context of records on individuals,
i ncludes collect, file or store, preserve, retrieve, update or change,
use, or dissen nate.

2012. MNOR A mnor is an individual under 18 years of age, who is not
a menmber of the U S. Navy, or Marine Corps, nor narried.

2013. NOTI FI CATION. The process by which an individual is inforned whether
or not a particular systemof records in the Marine Corps contains a record
pertaining to the individual

2014. OFFICI AL USE. This term enconpasses those instances in which
officials and enpl oyees of the Marine Corps have denonstrated need for
access to any record to conplete a mssion or function of the Marine
Corps or which is prescribed by or authorized by a directive.
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THE PRI VACY ACT OF 1974 2022

2015. PERSONAL | NFORMATION. Information about an individual that is
intimate or private to the individual, as distinguished frominformation
related solely to the individual’s education, financial transactions,
nmedi cal history, and crimnal or enploynent history.

2016. PRIVACY ACT REQUEST. A request from an individual for information
about the individual concerning the existence of, access to, or anendnent
of records that are located in a system of records.

2017. RECORD. Any item collection or grouping of information about an

i ndi vidual that is naintained by or for the Marine Corps, including persona
i nformati on and which contains the individual’s nane, or the identifying
nunber, symnbol, or other identifying particular assigned to the individual
such as a finger or voice print, or a photograph

2018. REVIEWAUTHORITY. The official acting for the Secretary of the Navy
who reviews an initial determ nation that denies a request for notification
access, or amendnent.

2019. RISK ASSESSMENT. An analysis which considers information sensitivity,
vul nerability, and cost to a conputer facility or work processing center in
saf eqguardi ng personal information processed or stored in the facility or
center.

2020. ROUTINE USE. The disclosure of a record outside the Departnment of
Def ense (DoD) for use that is conpatible with the purpose for which the
record was col |l ected and nai ntai ned by DoD. The routine use nust be

i ncluded in the published systemnotice for the system of records involved.

2021. STATISTICAL RECORD. A record nmintained for statistical research or
reporting purposes only and is not to be used in whole or in part in naking
any determ nation about an identifiable individual

2022. SYSTEM OF RECORDS. A group of records fromwhich information "is,"
as opposed to "can be," retrieved by the nane of the individual or by sone
i dentifying nunmber, synbol, or other identifying particular assigned to the
i ndi vidual. The capability to retrieve information personal identifiers

al one does not subject a systemof records to the Privacy Act and this
Manual .
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2023. SYSTEM MANAGER. The official who has overall responsibility for
records within a particular system System nanagers are indicated in the
publ i shed record systenms notices.

2024. WORD PROCESSI NG EQUI PMENT. Any conbi nati on of el ectronic hardware
and conputer software integrated in a variety of fornms (firmare
programmabl e software, hard wiring, or simlar equipnent) that permts
the processing of textual data. Generally, the equipnent contains a
device to receive information, a conputer-Ilike processor wth various
capabilities to mani pulate the information, a storage nmedi um and an

out put devi ce.

2025. WORD PROCESSI NG SYSTEM A conbination of equi prent enpl oyi ng

aut omat ed technol ogy, systematic procedures, and trai ned personnel for
the primary purpose of manipul ati ng human thoughts and verbal or witten
comuni cations into a formsuitable to the originator. The results are
written or graphic presentations intended to comunicate verbally with
anot her i ndivi dual .

2026. WORKI NG DAY. All days excluding Saturday, Sunday, and all |ega
hol i days.
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THE PRI VACY ACT OF 1974

CHAPTER 3

RESPONSI BI LI TI ES

3000. RESPONSIBILITIES

1. _The Commandant of the Marine Corps. The Commandant of the Marine
Corps is responsible for the adm nistration and supervision of the
Privacy Act within the Marine Corps.

2. Director of Admnistration and Resource Managenent (CMC (AR)). The
Director of Admi nistration and Resource Managenent is designated the
Principal Privacy Act Coordinator for the Marine Corps

3. Field Commanders. Comuandi ng generals, commandi ng of ficers of Marine
Corps districts, and the commandi ng officers and officers in charge not in
the adm ni strative chain of command of conmandi ng general s and district
directors are responsible for inplenmenting the contents of this Minua
within their commands. To assist in the managenent of the Act, Privacy

Act coordinators will be designated, in witing, within their respective
commands. Privacy Act coordinators nmay be designated at subordi nate | evels
as necessary to acconplish the purposes and requirenents set forth in this
Manual .

4. Denial Authority. The Commandant of the Marine Corps is the principa
denial authority within the Marine Corps. The Conmandant further del egates
denial authority to the following officials and their deputies, assistants,
or designees when requests relate to matters within their comrands or areas
of staff responsibility:

a. Field Activities

Commandi ng general s

Commandi ng of ficers, Marine Corps districts

Commandi ng officers, and officers in charge not in the
adm nistrative chain of conmand of comrandi ng general s and

district directors.

For each official listed above, their deputy or principal assistant is
aut hori zed denial authority.

b. Headquarters Marine Corps

Deputy Chief of Staff for Manpower and Reserve Affairs (CMC (M&RA))

Deputy Chief of Staff for Installations and Logistics (CMC (L))
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Deputy Chief of Staff of Plans, Plans, Polices and Operations

(eMC (P))

Deputy Chief of Staff for Aviation (CMC (A))

Deputy Chief of Staff for Prograns and Resources (CMC (R))

Assi st ant

Chief of Staff for Command, Control, Conmuni cations,

Computer and Intelligence Departnent (CMC (C4l))

Staff Judge Advocate to the Conmandant of the Marine Corps/Director

Judge Advocate Division (CMC (JA))

Legi sl ative Assistant to the Commandant (CMC (OLA))

Director of Public Affairs (CMC (PA))

Director of Adm nistration and Resource Managenent (CMC (AR))

Director of Marine Corps History and Museuns (CMC (HD))

Deputy Naval Inspector General for Marine Corps Matters/Inspector
Ceneral of the Marine Corps (CMC (1Q)

Counsel for the Commandant (CMC (CL))

Director,
Director,
Director,
Director,
Director,

For each official
aut hori zed deni al

5. Privacy Act Coordinators.

Per sonnel Managenent Division (CMC (MM)
Manpower Pl ans and Policy Division (CMC (MP))

Human Resources Division (CMC MH))

Manpower Managenent |Information Systens Division (CMC M))

Moral e, Welfare and Recreation Support Activity (CMC (MA)

|isted above, their deputy or principal assistance is
aut hority.

Duties of the Privacy Act (PA) coordinators

are as foll ows:

a. Serve as the primary point of contact for admnistration of the
privacy programw thin their respective organizations.
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b. Issue inplenenting instructions which designates the activity' s PA
coordi nator, PA systenms of records under their cogni zance, and training aid
for those personnel involved with systens of records.

c. Mintain liaison with other records nmanagenent officials on matters
relating to this Manual

d. Conpile and submt the annual report.

e. Reviewinternal directives, practices, procedures, and forms for
conformty with this Manual. |ssue necessary supplenments to this Manual

f. Review requests for nonroutine personal data and provi de an
endorsenent stating whether the disclosure is/is not in conflict with the
Privacy Act.

6. System Managers. Duties of the system managers are:

a. Ensure that all personnel authorized access to the system or
engaged in the devel opnent of procedures for handling records be infornmed
of the requirenents of the Privacy Act.

b. Determ ne the content and procedures for operating the system

c. Ensure that no unpublished system of records on individuals be
mai nt ai ned, and that no new or significantly changed system exists w thout
the required prepublication in the Federal Register (see chapter 9).

d. Respond to requests fromindividuals for information in the system
Requests for nonroutine personal data shall be referred to the |ocal Privacy
Act coordinator for review.

e. Mintain an accurate accounting of disclosures (see chapter 7).

f. Determne the relevancy and necessity of information during the
devel opnent of a new system of records or when an anendnent to an exi sting
systemis proposed. System nmanagers will review the annual conpilation of
system notices and eval uate the foll owi ng:

(1) The relationship of each tinme of information to the statutory
or regul atory purpose for naintaining the system

(2) The adverse consequences of not collecting each category of
i nformati on.

(3) The possibility of nmeeting the information requirenment through
use of information not identifiable to the individual
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(4) Length of tinme the information is required.

(5) Financial cost of maintaining the data conpared to the risk
or adverse consequences of not maintaining.

(6) Necessity and rel evance of the information to the m ssion of
t he command.
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CHAPTER 4
ACCESS AND NOTI FI CATI ON PROCEDURES

4000. PROCEDURES FOR REQUESTI NG ACCESS AND NOTI FI CATION. The provi si ons
of this chapter apply to requests nade by individuals for access or
notification of records pertaining to thenselves that are contained in a
system of records, even though requests specify that are nmade pursuant to
the Freedom of Information Act. Wen responding, the system nmanager shal
advi se the individual which act was used to process the request and the
reasons therefore. |Individuals seeking access or notification should
consult the systens notices published in the recent conpilation in the
Federal Register to identify the systen(s) of records concerned and the
organi zati on/ agency tasked as system manager. Individuals should then
submt a request for access or notification of their record to the system
manager or designated record custodi an.

4001. 1 NDIVIDUAL ACCESS TO RECORDS. Rules of access applicable to al
systens of records have been established to assist the individual requesting
access. Figure 4-1 illustrates the rules which a system nanager shoul d
furnish the individual. 1[It is not required that an individual be granted
access to a record which is not retrievable by nane or other persona
identifier, except if the individual is entitled to access under the

provi sions of the Freedom of Information Act.

a. Initial Access or Notification Request. The request nust be
reasonably specific in identifying the record in a system of records.
To the extent feasible, requests nust include identification of system
of records, and adequate personal identifiers; e.g., full name and socia
security number, needed to locate records in a particular system
I ndi vidual s inquiring about procedures shall be advised, when submtting
requests in witing, to clearly mark the envel ope and the letter "PRlI VACY
ACT REQUEST." In the event of possible litigation concerning a request,
it is generally advisable to require an individual to nmake their request
in witing.

b. Blanket Requests. Requests for access or notification of al
systens of records within the Marine Corps shall not be honored.
I ndi vi dual s who nmake such requests shall be advised that:

(1) Requests for access or notification nust be directed to the
appropriate system manager for the particular record system as indicated
in the current Federal Register systens notices.

(2) Requests must either cite the particular systemof records to

be searched, or provide sufficient infornmation to identify the appropriate
system
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c. Verification of Identity. Prior to being given notification or
granted access to personal information, an individual shall be required by
the system manager or custodi an of |ocal records to provide reasonabl e
verification of identity. This requirenent is to prevent an unwarranted
di scl osure to any person other than the one to whomthe records or persona
informati on pertains. Verification of identity is not required when
i ndi vidual s seek notification or access to records which are available to
the public under the provisions of the Freedomof Information Act.

(1) Request by Miil/OGher Witten Form \Wen access or notification
is requested by mail or other witten form e.g., telegram verification of
identity may be obtained by requiring the individual to provide certain
m ni mum i dentifying data, such as date of birth and sone item of information
of the record which only the concerned individual would likely to know.

If the informati on sought is sensitive, additional identifying data nay be
required. Notarized statenents may not be insisted upon. The courts have
ruled that an alternative nmethod would be to have the requester provide an
unsworn decl aration that states, "I declare under perjury or penalty under
the laws of the United States of America that the foregoing is true and
correct."

(2) Request in Person. In the case of an individual who seeks
notification or access in person, verification of identity will nornmally
be made from docunents which the individual is likely to have readily
avail abl e, such as an enployee or nilitary identification card, driver’s
i cense, or nedical card.

(3) Request by Tel ephone. Tel ephone requests will not be honored.

(4) Previously ldentified Record. When a record has al ready been
identified by name or sonme other identifiable nethod, an individual shal
not be deni ed access solely for refusing to disclose personal identifiers;
e.g., social security nunber.

4002. TIME REQUI REMENTS FOR ACKNOW EDGEMENTS/ FI NAL RESPONSE

1. Acknow edgenents. A request for access, notification, or anendnent of
a record shall be acknow edged in witing within 10 worki ng days of receipt
of the proper system manager or record custodian. The acknow edgenent shal
properly identify the request and advi se the individual when antici pated
final action will be taken on the request. |f a request for access,
notification, or amendnment can be acted upon within 10 working days, a
separate acknowl edgenent is not required. For requests presented in person
a witten acknow edgenment will be provided at the tinme of receipt if the
request cannot be acted upon within 10 worki ng days.

2. Final Determnations and Action. Initial requests for access,
notification or anendnent shall be conpleted, if reasonably possible,
wi thin 30 working days, the system nanager or record custodi an may
authorize an extension of the tine by giving witten notice to the
request er expl aining the reason for the extension, and indicating
the date on which a reply can be expected.

4- 4
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3. Response Control. Appropriate deadlines shall be assigned each request
to ensure acknow edgenent and final actions are conpleted within the required
time limt cited in paragraphs 4002.1 and 4002. 2. Requests shall be clearly
flagged "PRI VACY ACT REQUEST" to facilitate identification of such requests.

4003. PROCEDURES FOR GRANTI NG AND DENYI NG ACCESS OR NOTI FI CATI ON

1. Receipt of Initial Request. One of the follow ng actions shall be
taken upon recei pt of a request for access or notification of records:

a. The request shall be acknow edged as required by paragraph 4002. 1.
b. If the request cannot be consi dered because:
(1) The identity of the requester is not verified.

(2) The requester did not identity the systemof records or did not
furni sh adequate infornmation to |l ocate a record within a system

(3) The request was forwarded to an official not having custody or
responsibility for granting access or notification of the record or system
of records concerned.

Informthe individual of the additional information needed or the correct
way of obtaining consideration of the request for access or notification
There is no requirenments that an individual be given notification or access
to a record that is not retrieved by nane or other personal identifier

2. Access to Entire Requested Record or Requested Notification. |If it is
determined that the initial request for access or notification is sufficient
to locate the records and the records are not exenpt, the system manager
shall advise the individual, in witing of the granted access or
notification. The response to the individual shall either

a. Advise the individual that the record may be reviewed at a specified
pl ace and time, that the individual nay be acconpani ed by person(s) of their
own choosing to review the record, that the individual nmay be asked to
furnish a witten statenent authorizing discussion of the individual’s
record in the presence of the acconpanying person(s).

b. Furnish a copy of the requested record.
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3. Partial or Conplete Denial of Access. |If it is determ ned that the
requested record shall be denied in part or whole, and the system manager

is not the denial authority, the system nanager shall forward the request,
along with a copy of the record involved, and the reason(s) for recomrendi ng
denial, to the appropriate denial authority (see denial authorities listed
in chapter 3).

4. Denial of Access to Record

a. |If the denial authority determ nes that access should be granted to
the entire record, the denial authority shall rmake it available to the
requesting individual or direct the system manager to do so. Access shal
be granted in the manner outlined in paragraph 4003. 2

b. If the denial authority determ nes that access to the entire record
shoul d be denied, the denial authority shall pronptly informthe individua
by letter (original and one copy) of the denial and the reason(s) therefore
(i ncluding any applicable exenption), and provide a brief discussion of the
signi ficant and governnental purpose(s) served by the denial. The denia
letter shall informthe individual of the right to request adm nistrative
review to the designated review authority by letter within 60 cal endar days
to the designated review authority (see paragraph 4003.5). The individua
shall also be inforned that a letter requesting such a review shall contain
the encl osed copy of the denial letter and a statenment of the individual’s
reason(s) for requesting a review of the initial determ nation. A copy of
the denial letter shall be forwarded to the Commandant of the Marine Corps
(ARAD). Denial authorities shall maintain copies of all denial letters in
a formsuitable for rapid retrieval, periodic statistical conpilation, and
management revi ew.

c. |If the denial authority determ nes that access to only portions of
the record shoul d be denied, the denial authority shall pronptly make an
expurgated copy of the record available to the requesting individual. A
partial denial letter shall be issued in the manner and form provided in
par agr aph 4003.4b, as to the portions of the records that are required to
be del et ed.

5. Administrative Review of Request for Access to Record

a. The Secretary of the Navy has established procedures for individuals
seeking adm ni strative review in SECNAVI NST 5211.5D. Individuals seeking
adm nistrative for access to record nay petition one of the follow ng review
aut horities:

(1) Director, Bureau of Information Systenms, O fice of Personne
Managenment, 1900 E Street, NW Washi ngton, DC 20415, if the record is froma
civilian official personnel folder or is contained on any other Ofice of
Per sonnel Managenment (OPM form

(2) Ceneral Counsel, Departnent of the Navy, Washi ngton, DC 20360-
5110, if the record concerns the enploynent of a present or fornmer Marine
Corps civilian enployee record, such as, an enployee’s civilian personne
file, grievance or appeal file.
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(3) Judge Advocate General (Code 34), Departnent of the Navy, 200
Stovall Street, Alexandria, VA 22332-2400, for any other record.

b. Upon review of the record concerned, the designated review authority
shall informthe individual, in witing, of the final adm nistrative
determination. The final adm nistrative review will be conpleted, if
practicable, within 30 working days of receipt of the request for review
The final determ nation and action may be as foll ows:

(1) If the review authority determ nes that access shall be granted
in whole or part, access will be provided by the review authority or system
manager will be directed to do so in the manner prescribed in paragraph
4003. 2.

(2) If the review authority’'s final determination is to deny the
request for access in whole or part, the individual shall be advised of

the reason(s) and statutory basis for the denial, including any exenption
exercised and a brief explanation of the significant and legitimate
government al purpose served by the denial. 1In addition, the individua

shall be advised of the right to seek judicial relief in the Federa
courts.

(3) If the final denial determ nation is based on a security
classification, either in whole or part, the individual shall be apprised
of the matter relating to declassification review and appeal as set forth
i n SECNAVI NST 5720. 42.

6. Denial of the Notification of Record. If it is determined that the
request for notification should be denied under an exenption and the
system manager is not a denial authority, forward the request to the
appropriate denial authority, along with a copy of the record concerned,
and any coments and recomendations. The denial authority shall take one
of the follow ng actions:

a. |If the denial authority determ nes that no exenption is applicable
or that an exenption should not be exercised, the denial authority shal
provi de the requested notification or direct the system nmanager to do so.

b. If the denial authority determ nes that an exenption applies and
denial of the notification would serve a significant and legitinmate
gover nment purpose, for exanple, avoid interference of an ongoing | aw
enforcenent investigation, the requesting individual shall imediately be
advi sed by an original and one copy of a letter that no records fromthe
system of records requested are available to the individual under the
Privacy Act. The individual shall also be inforned in the denial letter
of the right to request an adm nistrative review by letter, within 60 days
of the denial to the Judge Advocate General (Code 34), Departnent of the
Navy, 200 Stovall Street, Al exandria, VA 22332-2400. The individual shal
further be advised that the letter requesting an adnministrative revi ew
shoul d contain a copy of the enclosed denial letter and the individual’s
reason(s) for requesting the review
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c. A copy of the letter denying notification shall be forwarded to the
Commandant of the Marine Corps (ARAD) to be maintained for rapid retrieval,
periodic statistical conpilation, and nanagenent eval uati on.

7. Administrative Review of Request for Notification of Record. Once a
request is received for review of a denial of notification, the review
authority (Judge Advocate General of the Navy) shall obtain a copy of the

record concerned and nmake a final determnation. |If notificationis to be
granted, the review authority nmay provide the notification or direct the
system manager to do so. If the final determnation is to deny notification

the individual shall be infornmed that there are no records in the specified
system of records that are avail abl e under the Privacy Act.

4004. SPECI AL CASES

1. Availability of Record. Access to a record will not be deni ed because
the record is not readily available; e.g., on magnetic tape.

2. Medical Records. A nedical record shall not be released directly to an
i ndi vi dual when a judgnment has been nade that access to such a record could
have an adverse effect on the nental or physical health of the individual
This determ nati on should be made with the consultation of a nedical doctor
The individual should be asked to provide the name of a personal physician
and the record shall be provided to that physician. The foregoing shall not
be considered a denial of a request for access.

3. Investigative Records. Copies of investigative records conpiled by an
i nvestigative organi zation; e.g., the Provost Marshall or Naval Crim nal and
I nvestigative Command, but in the tenporary custody of another organization

hol ding the record for disciplinary, admnistrative, judicial, investigative
or other purposes, are the records of the originating investigative
organi zation. Individuals seeking notification or access, or making other

requests concerning such records, shall be directed to the originating
or gani zati on.

4. Noninvestigative Records. Copies of noninvestigative records |ocated
in files of another agency should be directed to the originating agency for
determi nation of release. Noninvestigative records may include copies of
records from personnel and nedical records. The originating agency may
authorize rel ease of records or request transfer of the record for
processing. The requester shall be notified of all transfer of records

to the originating agency for processing under the Privacy Act.

5. Unit Leader’s and Supervisor’s Notes. Unit |eaders and supervisors

may mai ntai n personal handwitten notes or records concerning the
performance of duty of their subordinates. The only basis for establishment
or continuance of such information is for nmenory aids for incorporation
into the individual’s performance evaluation. Information of this nature
is not a system of records
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as contenplated by the Privacy Act and shall not be di ssem nated or

di sclosed to a successor or third party unless the notes are nade part
of a system of records. Extrene caution shall be exercised to ensure
the security and disposal of such notes.

4005. FEES

1. Fees may be charged only for the direct cost of reproduction. Wen the
direct cost for reproduction for a single request totals |ess than $15, the
fee shall be automatically waived. The automatic wai ver provision shall not
apply when one automatic wai ver has been granted to an individual and a
subsequent request appears to be a duplicate or extension of the origina
request. The fee schedule for processing Privacy Act requests is provided
in figure 4-2.

2. Checks or noney orders for fees charged shoul d be made payable to the
Treasurer of the United States and deposited to the m scel |l aneous receipts
of the treasury account naintained at the finance office of the activity
concer ned.

3. Fees may not be charged or collected for the foll ow ng:

a. Searching and retrieving the record.

b. Copying at the initiative of the Marine Corps wthout such a request
from the individual.

c. Reproducing the record for the individual to review when it is the
only neans by which the record may be shown to the individual; e.g., when
copying the record is necessary to delete information

d. First class postage or transporting of records.
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RULES OF ACCESS

1. Requests for access nust be submitted in witing to:

Commandant of the Marine Corps (Indicate Ofice Code)
Headquarters, U S. Marine Corps

2 Navy Annex

Washi ngt on, DC 20380-1775

or the system manager/| ocal record manager as shown in the systens of
records in the Federal Register

2. Individuals desiring to review records pertaining to thensel ves are urged
to submt their requests by nmail or in person 10 days before the desired
review date. Every effort will be nmade to provide access nore rapidly when
necessary; however, records ordinarily cannot be made avail able for review
on the day of the request. Wen the request is to provide the individual’s
records directly to an authorized representative, other than the parent of a
m nor or |egal guardian, a signed authorization is required, specifying the
records to be rel eased.

3. Requests nmust contain certain information needed to |ocate and identify
the record; e.g., full nanme, social security nunbers, etc.

4. Indication of when and where record may be revi ewed.

5. When a request is nade in person, the custodian will require presentation
of identification before providing an individual access to records pertaining
to that individual. Acceptable forns of identification are an identification
card, base or building pass, driver’s license, nedical card, or simlar
docunents.

6. Wien a request is made by nail or other witten form verification of
identity may be obtained by requiring the individual to provide certain

m ni mum i dentifying data, such as date of birth and sonme itens of infornmation
in the record which only the concerned individual would Iikely know.

7. Individuals may be acconpani ed by a person of their own choosi ng when
reviewi ng the records; however, the custodian will not discuss the record
in the presence of the third person without the witten authorization of
the individual to whomthe records pertains. The follow ng conditions

al so apply:

Figure 4-1.--Rules of Access to Title Records.
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a. Do not deny access to an individual who is the subject of a record
solely for refusing to divulge their social security nunber, unless it is
the only means of retrieving the record or verifying identity.

b. Do not require the individual to explain why the record is being
sought under the Privacy Act.

8. \When requested, copies of the record will be provided and the response
may be made by nail.

9. A nedical record will not be released to the individual if in the
judgment of a physician, the information contained therein could have
an adverse effect on the individual’ s physical or nmental well-being. In
this instance, the individual will be asked to provide the nane of a
per sonal physician, and the record will be provided to that physician

10. Questions concerning these rules of access or information contained in
the record shoul d be addressed to that record’s system nmanager as published
in the Federal Register.

Figure 4-1.--Rules of Access to Title Records--Continued.
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PRI VACY ACT FEE SCHEDULE

O fice copy and conputer printout

M crof orm nedi a

Paper copy

M crofiche frane

NOTE:

4-12

Cost per

page

$. 10

.25

.25

Do not add in costs of wages of person maki ng copies.

Figure 4-2.--Fee Schedul e.
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CHAPTER 5

AVENDMVENT  PROCEDURES

5000. REQUEST FOR AMENDMENT OF RECORDS

1. Individuals have the right to request that their records be anended by
correction, deletion, or other changes. Amendnents made under the Privacy
Act are limted to factual matters. The Privacy Act anendnent provision
therefore does not ordinarily permt correction of judgnental decisions
such as eval uations and other nmatters of opinion expressed in efficiency
reports and sel ection/pronotion board reports. These judgnental decisions
shall be challenged via the Board for Correction of Naval Records (which is
aut horized to make such determ nations).

2. Except in instances involving correction of routine admnistrative
changes, requests for amendnment will be submitted in witing to the system
manager havi ng physical custody of then record. The request should contain
sufficient information to permt identification and |ocation of records, a
description of the itemor portion for which the amendnent is requested, the
reason the amendnment is being requested, and, if available, docunentary

evi dence supporting the requested anmendnent. Certain systens of records are
exenpt, in part, from amendnent (see chapter 10 for exenpt Marine Corps
systens).

3. Arequest will not be rejected or required to be resubmtted unl ess
additional information is essential to process it; nor will inconplete or
i naccurate requests be rejected categorically. |Instead, the individua
will be asked to clarify the request as needed

5001. PROCEDURES FOR GRANTI NG AND DENYI NG AMENDMVENT

1. Receipt of Initial Request. Upon receipt of a request for an anendnent
to records, one of the follow ng actions shall be taken

a. The request shall be acknow edged as required by paragraph 4002. 1.
b. If the request cannot be consi dered because:

(1) The identity of the requester is not verified.

(2) The requester did not identify the systens of records or did

not furnish adequate information to |locate a record within a system
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(3) The requester did not provide adequate information or
docunent ed evi dence to determ ne whet her an anendment i s warranted.

(4) The request was forwarded to an official not having custody
or responsibility for amendi ng the record.

Informthe individual of the additional information needed or the correct
way of obtaining consideration of the request for amendnent.

2. Anendnent of Record. |If the system nmanager determ nes that the request
for amendnment is warranted, the record shall be anended accordingly and the
i ndi vi dual pronptly advised of the action taken. Attenpts should be nade to
identify other records under the responsibility of the system manager that
are affected by the amendnment. Any such records identified should be
anended as necessary. The system nanager shall al so advi se previous

reci pients of the record of the substance of the correction

3. Special Procedure for Amendnent of Fitness Reports. Privacy Act
requests for amendnment of fitness reports shall be submtted to the
Comandant of the Marine Corps (MWE). See MCO 1610.11 (Perfornance
Eval uati on Appeal s), for established procedures to correct fitness
reports.

4. Denial of Amendnent. |If the system manager is a denial authority and
if the request for amendnent is denied, in whole or part, the requesting
i ndi vidual will be provided an original and one copy of the letter
expl ai ning the reasons for the denial (copy to Commandant of the Marine
Corps (ARAD)). The letter shall also informthe individual of the right
to request further adm nistrative review of the matter within 120 days

by petition to the appropriate official cited bel ow

a. Assistant Secretary of the Navy (Manpower and Reserve Affairs),
Departmment of the Navy, Washington, DC 20350 on natters pertaining to
fitness reports or performance eval uation (including proficiency and
conduct marks) froma mlitary personnel file; or

b. Director, Bureau of Manpower Information Systens, O fice of Personne
Managenment, 1900 E Street NW Washi ngton, DC 20415 on natters pertaining to
the civilian official personnel folder or any OPMform or

c. Ceneral Counsel, Departnent of the Navy, Washington, DC 20360-5110
on nmatters pertaining to present or former Marine Corps civilian enpl oynent
(i.e., an enployee’ s grievance or appeal file); or

d. Judge Advocate General (Code 34), Departnent of the Navy, 200
Stovall Street, Al exandria, VA 22332-2400 for any other record.
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The denial authority shall further informthe individual that a letter
requesting an adm nistrative review should encl ose a copy of the denia
letter and a statenent as to the reason(s) for seeking the review of the
initial denial of the request for amendnent. |If the system nmanager is
not a denial authority, forward the request to the appropriate denia
authority along with a copy of the disputed record, and any coments/
recommendat i ons concerning disposition of the record. If the denia
authority determ nes that the request for anendnent should be granted,
in whole or in part, the denial authority shall informthe system manager
to take the actions cited in paragraph 5001.2. [|f anendnent is to be
deni ed, the denial authority shall take the actions cited in this
par agr aph.

5002. ADM NI STRATI VE REVI EW OF REQUEST TO AMEND RECORD

1. Upon receipt of a request for review, the appropriate official shal
make a final determ nation granting or denying the request for amendment
in whole or part. The review authority shall informthe individual in
writing of the final adm nistrative determnation within 30 days of
recei pt of the request for review The Assistant Secretary of the Navy
(Manpower and Reserve Affairs) may authorize an extension when additiona
time is needed for a fair and equitable review The individual shall be
informed in witing of the reason for delay and the approxi mate date the
review wi |l be conpl et ed.

2. |If denial is warranted, the review authority shall informthe individua
in witing of

a. The final denial of the request for anendnent and the reason(s)
t herefor.

b. The right to file with the appropriate system nanager a conci se
statement of the individual’s reason for disagreeing with the deci sion
of the agency. A statenment of dispute nust be received by the system
manager within 120 days following the date of the review authority's fina
determination. The statenment of dispute shall be nmade avail able to anyone
to whomthe record is subsequently disclosed, together with a brief
statement sunmmari zi ng the reason the request to anend the record was
refused.

c. That prior recipients of the disputed record will be provided a
copy of the statement of dispute, to the extent that an accounting of
di scl osure is maintained.

d. The right to seek judicial review of the review authority’s denia
of anendment of the record.

3. Wien an individual files a statenent of dispute, the system manager
shall clearly annotate the record so that the dispute is apparent to anyone
who may subsequently access, use or disclose it. The notation itself
shoul d be integral to the record. For autonated systems of records, the
notati on may consist of a special indicator on the entire record or on

the specific part of the record of dispute.
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a. The individual’'s statement of dispute need not be filed as an
integral part of the record to which it pertains. It shall, however,
be maintained in such a manner as to pernmt ready retrieval whenever
the disputed portion of the record is to be disclosed. Wen informtion
which is the subject of a statenent of dispute is subsequently disclosed,
syst em manager shall note which information is disputed, and provide a
copy of the individual’s statenent of dispute.

b. The system manager shall provide a copy of the statenent of dispute
to previous recipients of the record for whom di scl osure accounti ng have
been made and advise if the statenment of dispute is relevant to the
di scl osed i nformati on.

c. The system manager may, if deemed appropriate, include a brief
summary of the reasons for not maki ng an amendnment when di scl osi ng di sputed
information. Sumaries nornmally will be limted to the reasons stated to
the individual. While these summaries nay be treated as a part of the
i ndi vidual’s record, they will not be subject to the amendnent procedure
of this paragraph.

4. System managers shall naintain copies of all denial letters on requests

for amendnments in a formthat is suitable for rapid retrieval, periodic
statistical conpilation, and managenent eval uati on.
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CHAPTER 6

COLLECTI ON OF PERSONAL | NFORVATI ON

6000. POLICY CONSI DERATIONS. Each Marine Corps activity that naintains a
system of records shall consider the rel evance of, and the necessity for

the general categories of information to be maintained. Only information
rel evant and necessary to acconplish a purpose or mssion as required by
statute or by executive order of the President should be maintained. Since
i nformati on not collected on an individual cannot be m sused, mnimzing the
amount maintained limts the collection of extraneous information. Each
Marine Corps activity should fornul ate, as precisely as possible, the policy
objective to be served by any data gathering activity before it is
undertaken. The follow ng questions shall be considered:

1. How does the information relate to the purpose (in law for which the
systemis maintai ned?

2. \What are the adverse consequences, if any, of not collecting the
i nformati on?

3. Could the need be net through the use of information that is not in
i ndividually identifiable fornf?

4. Is it necessary to collect information on every individual or would a
sanpl i ng procedure suffice?

5. At what point will the infornmation have satisfied the purpose for which
it was collected; i.e., howlong is it necessary to retain the information?

6. What is the financial cost of namintaining the record as conpared to the
ri sks/ adverse consequences of not maintaining it?

7. ls the information, while generally relevant and necessary to acconplish
a statutory purpose, specifically relevant and necessary only in certain
cases?

6001. COLLECTI ON OF PERSONAL | NFORVATI ON

1. Collection Directly Fromthe Individual. To the extent possible,
personal information contained to systens of records will be collected
directly fromthe individual. The collection of information fromthird

parties will be mnimal to reduce the possibility of obtaining erroneous,
outdated, irrelevant, or biased information. Exceptions to this policy
may be made under certain circunstances, such as the foll ow ng
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a. Wen there is a need to ensure accuracy of information supplied
by an individual through verification with a third party, such as
information for a security clearance

b. When the information can only be obtained froma third party; e.g.
an enpl oyee’s performance in a previous job or an investigative process.

c. Wien obtaining the information fromthe individual would prevent
exceptional difficulties or result in unreasonable cost.

2. Informng Individuals From Wom Information is Requested. Individuals
who are asked to supply personal information about thenselves for a system
of records nust be provided a Privacy Act Statenment before information is
collected. The statement should be brief and easily understandabl e and

gi ven regardl ess of the nediumused in requesting the infornation; e.g., a
bl ank sheet, preprinted formor interview This statenment enables the

i ndi vidual to make an infornmed decision as to whether or not to provide the
i nformati on requested. Normally, there is no requirenent that the individua
sign to acknow edge the Privacy Act Statenent. An activity nmay determ ne
that a signature is required if the information is highly sensitive
Questions posed by the individual should be answered prior to collection of
the information. Figure 6-1 may be used when a separate Privacy Act
Statenent is required. The statenment nust include the follow ng:

a. The authority; i.e., statute or executive order which authorizes the
solicitation.

b. The principal purpose(s) for which the information is to be used;
i.e., pay entitlenent, retirenent eligibility, security clearance.

c. Abrief summary of the routine uses to be made of the information
i.e., the specific keys in which the infornation will be enpl oyed as
publ i shed in the Federal Register

d. Whether disclosure is nandatory or voluntary, the possible
consequences for failing to respond, and the effect of not providing
the requested information.

3. Privacy Act Statement Requirenent. For the purpose of determning
whet her a Privacy Statenent is required, refer to the definition of
"personal information" as cited in paragraph 2015. Cenerally, persona
i nformati on about an individual includes, but is not linmted to,

i nformati on such as:

a. Financial affairs (except itenms such as gross salary or grade/rank).

b. Famly affairs.
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c. Social and recreational affairs.
d. Medical history.

e. Political history.

f. Crimnal history.

g. Information that identifies, describes, or gives a basis for
inferring personal characteristics, such as voice or fingerprints.

4. Location of Privacy Act Statenent. The Privacy Act Statenment may be
provi ded on the same formused to collect the information or as a

suppl enment to the form In certain instances, the Privacy Act Statenent

may be posted as a public notice, sign or poster, conspicuously displayed
in the area where the information is collected. This nethod may be used
for exchanges, clubs and nmesses, conmi ssaries, or issue points for clothing,
weapons, etc. In all instances where the individual requests a copy of the
Privacy Act Statenent, a copy shall be provided for retention

5. ldentification of Privacy Act Statenment Form \Wen a separate Privacy
Act Staterment formis required, the statenment, shall be assigned the sane

i dentifying nunmber as the formused to collect the information, along with
the suffix, "Privacy Act Statenment;" e.g., DD Form 398 - Privacy Act
Statenent. |If no identifying nunber is assigned, the Privacy Act Statenent
shall be identified by the report control synbol or other title identifiable
to the formused to collect the information. See MCO 5211.3 (Forns and

I nformati on Requirenents Subject to the Privacy Act of 1974) for

adm nistrative instructions for Marine Corps sponsored fornmns.

6. Command Responsiblity. The command initiating or sponsoring the request
for personal information is responsible for deternm ning whether a Privacy
Act Statenment is required, prepared and made avail abl e as an attachnment or
part of the form Information determ ned to be rel easabl e under the Freedom
of Information Act does not require a Privacy Act Statenent (see Chapter 11).

6002. MANDATORY VS VOLUNTARY COLLECTI ON FROM | NDI VI DUALS

1. Collection of personal information fromindividuals is either mandatory
or voluntary. It is mandatory for the individual to furnish informtion
required by Public Law, Presidential Executive Order, or witten directives
i ssued by the Commandant of the Marine Corps or field commanders.

2. Sone information is used to ensure that an individual receives certain
rights, benefits, and privileges to which entitled; e.g., |eave papers,
applications for all owances, and allotnent authorizations. The decision to
apply for such benefits is a voluntary action on the part of an
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i ndividual. Once the decision is made to apply, execution of the related
forms is mandatory. Since information determ ned essential for operationa
and adm ni strative purpose should be specified in witten directives, al

ot her requests for personal information are consi dered vol untary.

6003. DETERM NI NG CONSEQUENCES OF REFUSAL TO PROVI DE THE REQUESTED
| NFORVATI ON

1. The agency establishing the requirenment for particular form report,
survey, questionnaire, etc., nust decide whether refusal to furnish the
required information nmay result in an adverse determ nati on about the

i ndividual’s rights, benefits, or privileges.

2. It is possible for virtually any type of formor report to have a
potentially adverse inpact if information requested is not provided.
Failure to provide informati on on | eave requests, fitness reports, property
recei pts, allotnent authorizations, test answer sheets, and other forns
used in routine adm nistration could result in action adverse to the

i ndividual. The | oss of denial of a right, benefit, or privilege may be
cited as a consequence if an individual refuses to provide nandatory
informati on. Comuanders will ensure that the individual is fully inforned
of the adverse action which nay result if requested information is not
provi ded, so that the individual nmay nmake a reasonabl e deci si on whet her

or not to provide the information

6004. SPECI FI C | NSTRUCTI ONS RELATI VE TO REQUESTI NG AN | NDI VI DUAL' S SOCI AL
SECURI TY NUMBER (_SSN)

1. No individual may be denied any right, benefit, or privilege provided
by | aw because the individual refuses to disclose the SSN unl ess discl osure
is required by Federal statute or, in the case of systenms of records in

exi stence and operating before 1 January 1975, where such discl osure was
requi red under statute or regulation adopted prior to 1 January 1975.
Executive Order 9397 of 22 Novenber 1943 authorizes the Marine Corps to

use the SSN as a numerical identifier

2. \Wen requesting an individual’s SSN, the individual rust be advised of
the authority, purpose, routine use, and effect of not providing their SSN
I ndi vidual s applying for enlistnent or enploynent in the Marine Corps who
refuse to disclose their SSN will not be enlisted/ conmni ssioned in the
Marine Corps or hired in a civilian capacity.

3. The individual’s SSN may be requested even though it is not required by
Federal statute, or is not a systemof records in existence and operating
prior to 1 January 1975. A Privacy Act Statenment for the SSN either
separate or nerged with another Privacy Act Statenent, nust

6-6



THE PRIVACY ACT OF 1974

QENERAL PUAPOSE PRIVACY ACT STATEMENT (6 U.LC 3824}
CPMAY ET11/12 (11.79) 1/N 0107-LA 0811180

PAAT A~iDENTIFCATION OF AEQUIREMENT

T AAGUI A ING SOCUMENT [Demrbe—tECN A VINET, OPNAUNCTE. JECNAY itr, s}

1 WFONSON COC R

1 QESCAIPTIVE TITLA OF AQUIREMENT (Form fte, repevt M. oia.)

PART B—NFOAMATION TO 3E SURNMISHED TO mm

1L AUTHGAITY

2 PRINCIP AL MUAPOSEIS)

Y

N
L AGUTING USRID) w

E MANGATOAY OR vOLWNTAAY JISCLOSUAR AMO (ASECT O 'NOIVICUAL HOT FAQVIOING INFORMATION

PART C—iDENTIFICATION OF FORM/REPOAT/OTHER AECQUIREMENT

1. FORM NO/RRFOAT CONTAGL 1YMBOLOTHEA (QkNTISCATION

PRIVACY ACT STATEMENT

P

}o

wvacy A¢t Statement Form.




THE PRI VACY ACT OF 1974

CHAPTER 7

DI SCLOSURE AND DI SCLOSURE ACCOUNTI NG

PARAGRAPH PAGE

DISCLOSURE . . . . . . . . . . . .. 7000 7-3

DI SCLOSURE TO CONTRACTORS . . . . . . . . . . . . . . 7001 7-7

DI SCLOSURE ACCOUNTING . . . . . . . . . . . . . . . .. 7002 7-8

DI SCLOSURE TO CONSUMER REPORTI NG AGENCIES . . . . . . . 7003 7-9

DI SCLOSURE FOR MATCHING PROGRAMS . . . . . . . . . . . . 7004 7-10

FI GURE

7-1 RECORD OF DI SCLOSURE 7-11
7-2 OFFI CE OF MANAGEMENT AND BUDGET

MATCHI NG GUI DELI NES 7-12






THE PRI VACY ACT OF 1974

CHAPTER 7

DI SCLOSURE AND DI SCLOSURE ACCOUNTI NG

7000. DI SCLOSURE

1. General. A disclosure refers to either the transfer of a record or copy
thereof, or the granting of access to a record. Except as prescribed in
Chapter 4, this Manual does not authorize or conpel disclosure of records to
anyone other than the individual to whomthe record pertains. Requests for
di scl osure of personal infornation about soneone other than the individua

of record shall be processed under the Freedom of Information Act (refer to
MCO P5720. 56) .

2. Conditions of Disclosure. No record contained in a system of records
shal |l be disclosed by any neans of contmunication w thout the express witten
consent of the individual to whomthe record pertains. Disclosure to other
parties on the basis of a witten consent of the individual is permtted.

If the subject of the record is nentally inconpetent, insane, or deceased,
no nedi cal record shall be disclosed except pursuant to a witten request

by or with the witten request of the subject’s next of kin or |ega
representative. Disclosure may not be nmade of any record to a third party,
in the absence of a witten consent, unless disclosure of the record is

aut hori zed under one or nore of the conditions cited bel ow

a. DoD Personnel. Disclosures may be nmade to DoD officials and
enpl oyees in the performance of their duties who have a need to know.
The individual releasing the record nmust ensure that the DoD official or
enpl oyee has a legitimate need for the requested information prior to
disclosure. This includes private contractors of the DoD engaged to
perform servi ces which involve a systemof records. This provision also
i ncl udes transfer of records between Naval conponents and non- DoD agenci es
in connection with the Personnel Exchange Program and interagency support
agreenents. Wiile the latter transfers neet the criteria for both
i nt eragency disclosure and routine use, disclosure accounting is not
required as stated in paragraph 7001

b. Freedom of Information Act. Disclosure may be nade of information
required to be rel eased under the Freedom of Infornmation Act. Sonme exanpl es
of information that may be released on mlitary personnel consists of:
name, grade, date of rank, gross salary, duty status, past, present, and
future duty stations (restricted to rel easable Continental United
St at es addresses), office phone nunber, conbat service and dates, and
decorations and nedals. Sone exanples, of information that may be rel eased
on civilian enpl oyees consist of: nane, grade, date of grade, gross salary,
past, present, and future assignnents (restricted to rel easable Continenta
United States addresses), and office phone nunber. Rules for release of
information are outlined in Chapter 11

7-3
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c. Routine Use

(1) Disclosure may be made for a "routine use" as defined in
par agraph 2020 of this Manual and as described in the appropriate system
of records notice published in the Federal Register. This nmay include,
for exampl e, disclosure to personnel nmanagers, review boards, and
i nvestigating officers who require the information to discharge their
official duties. Exanples of personnel outside the Marine Corps who may
be included are: Joint Chiefs of Staff, MIlitary Entrance Processing
Stations, or Ofice of Personnel Mnagenent, if they require the
information to discharge an official duty. Disclosure accountings are
required for all disclosures nade under a routine use. Refer to Chapter
9 of this Manual for additional guidance on routine use disclosure.

(2) In addition to the routine uses established for each system of
records, blanket routine uses, applicable to all record systens nuintai ned
wi t hi n DoD, have been established. 1In the interest of sinplicity, econony
and to avoid redundancy, these bl anket routine uses are published only once
at the beginning of the Marine Corps’ Federal Register Conpilation of record
systenms notices rather than repeating themin every systemnotice. Bl anket
routi ne uses are contained in Marine Corps Bulletin 5211 series which lists
the Marine Corps record systens notices.

d. Bureau of the Census. Disclosure may be nmade to the Bureau of Census
for the purposes of planning or conducting a census or related activity
aut hori zed by | aw.

e. Statistical Research or Reporting. Disclosure may be nade to an
i ndi vi dual or organization which has provi ded adequate witten assurance
that the record will be used solely for statistical research or reporting
pur pose, provided the record is released in a formthat is not individually
identifiable; i.e., the identity of the individual cannot be deduced by
tabul ati on or other nethodology. The witten request nust state the purpose
and i ntended use of the information. Disclosure accountings are not required
when activities publish gross statistics covering a population in a system of
records; e.g., statistics on enployee turnover rates, nilitary enlistnent
rates, and sick | eave usage rates.

f. National Archives. Disclosure may be nade to the National Archives
when the record has sufficient historical value to warrant continued
preservation by the U S. Governnment. Additionally, disclosure may be
made to the Ceneral Services Admi nistration to determ ne whether the
record has such value. Records transferred to a Federal record center
for storage or safekeeping are not considered disclosure since the
records remai n under the control of the transferring agency. Disclosure
accounting is not required for the records transfers to Federal records
center; accounting is required for disclosures nade to the Nationa
Ar chi ves.
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g. CGvil or Ctrimnal Law Enforcenent Activity

(1) Disclosure may be nmade to another civil or crimnal |aw
enf orcenent agency or instrunentality of the U S. CGovernnent, state,
or local governnment, if the head of the agency or instrunmentality has
made a witten request to the activity which maintains the records,
speci fying the particular record desired and the | aw enforcenent purpose
for which the records is sought. The head of the agency or the
instrumentality may have del egated the authority to request records to
other officials in the organi zation. Requests by designated officials
shall be honored provided satisfactory evidence of their authorization
to request records is presented. Blanket requests for all records
pertaining to an individual shall not be honored.

(2) Arecord may al so be disclosed to a U S., state, |ocal or
foreign | aw enforcenment agency at the initiative of the activity which
mai ntai ns the records when a violation of |aw is suspected, provided that
such di scl osure has been established in advance as a "bl anket routine use"
for the particular systemof records involved and the m sconduct is rel ated
to the purpose for which the records are nmintained. See Marine Corps
Bulletin 5211 series. Wen disclosure is contenplated under a "bl anket
routi ne use," care nmust be taken to ensure that the "bl anket routine use"
applies to the particular system of records involved.

(3) Disclosure accountings are required for disclosure to civil or
crimnal | aw enforcenent agencies, including disclosures pursuant to a
routi ne use, but need not be disclosed to the individual if the |aw
enf orcenent agency has requested in witing that it not be so disclosed.

(4) This subparagraph permits disclosures for | aw enforcenent
purposes to | aw enforcenent agencies "within or under the control of the
United States.” Disclosure to foreign |aw enforcenent agencies is not
governed by any provision of the Privacy Act itself. However, disclosure
at the request of foreign | aw enforcenent agenci es nay, when appropriate,
be made pursuant to established "blanket routine uses" for particular
systens of records. See Marine Corps Bulletin 5211 series.

h. Energency Conditions. D sclosure nmay be made under energency
conditions involving conpelling circunstances affecting the health and
safety of a person, provided notification of the disclosure is transnmtted
to the | ast known address of the individual to whomthe record pertains.
For exanple, an activity may disclose information from health records,
when the tinme required to obtain the consent of the individual to whom
the record pertains mght result in a delay of nedical treatnment which
could inpair the health or safety of a person. |n such energency
conditions, an attenpt shall be nade to verify the requester’s and the
medical facility' s identities and the tel ephone nunber. |If the
i nformati on requested is considered appropriate and of an energency
nature, it may be provided by return call. Additionally, the individua
about whomthe records are disclosed need not necessarily be the individua
whose health or safety is in peril; e.g., release of dental charts on
several individuals to identify a person injured in an accident.

Di scl osure accountings are required for disclosure made under energency
condi tions.
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i. Conptroller General. Disclosure may be to the Conptroller Genera
of the United States or to representatives authorized by the Conptroller
Ceneral, in the course of the performance of duties of the Genera

Accounting O fice. Disclosure accountings are required for disclosures
to the Conmptroller CGeneral or General Accounting Ofice.

j. Oder of a Court of Conpetent Jurisdiction. Disclosure nmay be
made in response to an order of a court of conpetent jurisdiction. A
subpoena signhed by a Federal or state court is not an order of a court
of conpetent jurisdiction for the purposes of disclosure under the Privacy
Act. A court order for disclosure under the Privacy Act nust be signed by
a state or Federal court judge ordering the production of records. Wen
the appropriate court order has been received, the follow ng provisions

apply:

(1) Public Court Oder. Wen a record is disclosed under court
order and the issuance of the order is made public by the court that issued
it, activities shall nake reasonable efforts to notify the individual to
whom the record pertains of the disclosure and the nature of the information
provided. This requirenment may be satisfied by notifying the individual by
mail at the |last known address contained in the activity records. Disclosure
accounting is required for disclosure nade pursuant to court orders.

(2) Court Order not Public. Upon being served with a court order
which is not a matter of public record, an activity shall inquire fromthe
court as to when the order will becone public. An accounting for the
di scl osure shall be nmade at the tine the activity conplies with the order
but neither the identity of the party to who the disclosure was nmade nor
the purpose of the disclosure shall be nade available to the subject
i ndi vidual until the court order has becone a nmatter of public record.

k. Congress and Menbers of Congress. Disclosure may be nade to
Congress, or, to the extent of matters within its jurisdiction, to any
committee or subcommittee thereof, or to any joint conmttee of Congress
or subcommttee thereof. Disclosure nmay not be made to Menbers of Congress
who request information in their capacity or on behalf of a constituent,
unl ess the foll owi ng procedures are appli ed:

(1) Receipt of Request. Upon receipt of an oral or witten request
froma Menmber of Congress or nenber of the staff, the recipient should
inquire as to the originator of the request. If it is determ ned that the
subject of the record is the requester, infornmation to answer the
congressi onal request may be furnished wi thout obtaining the individual’s
consent. If it is determ ned that the request did not originate with the
subj ect of the record, the congressional office should be informed that
i nformation fromthe record cannot be disclosed unless the individual’s
consent is obtained. |If the congressional office subsequently advises that
a request for assistance or the witten consent of the individual has been
obtai ned, the requested information nmay be discl osed.
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(2) Obtaining the Individual’s Consent. |If a question arises
bet ween the congressional office and the recipient of a congressiona
request as to who is to obtain the consent of an individual, the
congressional office should be advised that Marine Corps policy is not
tointerfere with the relationship between a Menber of Congress and a
constituent. Upon congressional insistence that the Marine Corps obtain
the individual’s consent, the recipient shall attenpt to contact the
i ndi vi dual of record who will be afforded the opportunity to authorize
or deny consent for release of information

(3) Ereedomof Information Act Inplication. |If neither the
congressional office nor the Marine Corps obtains the individual’s consent,
only information required to be rel eased by the Freedom of Information Act,
as referred to in paragraph 7000.2b of this Manual and SECNAVI NST 5720. 42,
shoul d be furnished. For third party congressional requests, rel ease of
i nformati on under the Freedom of Infornation Act may be an appropriate
response.

(4) Third Party Request. |If a congressional request is nmade on
behal f of a third party; e.g., an individual’s parent or spouse, the
reci pi ent shoul d determ ne whether the individual, whose record is the
subj ect of the request has consented to disclosure of the information
If the individual has given oral or witten consent, the infornation can
be disclosed. |If the individual has not given oral or witten consent,
the informati on cannot be disclosed, and the congressional office should
be so i nformed.

7001. DI SCLOSURE TO CONTRACTORS. The disclosure of records to a contractor
for use in the performance of a contract to acconplish a Marine Corps
function, does not require the consent of the individual of record or

di scl osure accounting record. Wen the contractor is engaged to acconplish
a function for the Marine Corps, the contractor and the contractor’s

enpl oyee are considered to be enpl oyees of the Marine Corps. Disclosure
may be made of only that personal information needed by the contractor to
performa duty.

1. Contracts Involving Personal Information. The Marine Corps shal

i ncl ude, when soliciting bids, awarding, or administering contracts,
terms that are necessary to incorporate the provisions of the Privacy
Act when systens of records are invol ved.

2. Responsibility of the Contracting Officer. Contracting officers shal
review the requirenments of the contract and determne if there is a need
for disclosure of information from an existing system of records or the
requi renent to design, devel opnent, or operate a systemof records. |If
the contract involves a systemof records, the solicitation shall contain
a notice simlar to the follow ng:
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WARNI NG

"This procurenent action requires the contractor to do one or

nore of the following: Operate, use or naintain a system of

records on individuals to acconplish an agency function. The
Privacy Act of 1974 (P.L. 93-579; 5 USC 552a) inposes requirenents
on how these records are coll ected, maintained, used, and discl osed.
Violations of the Privacy Act may result in term nation of any
contract resulting fromthis solicitation as well as inposition

of crimnal or civil penalties.”

The Federal Acquisition Regulation, Part 24.1, Protection of |ndividua
Privacy, should be consulted for further guidance on provisions of the
Privacy Act when Governnent contractors are involved with persona

i nformati on.

7002. DI SCLOSURE ACCOUNTI NG

1. Accounting Responsibility. Each activity shall keep an accurate
accounting of the date, nature, and purpose of each disclosure of an
i ndividual’s record to a person or agency except as foll ows:

a. To DoD officials and enpl oyees for use in the performance of their
assigned duties (see paragraph 7000. 2a).

b. Wen the information is provided under the provisions of the Freedom
of Information Act (see paragraph 7000. 2b).

c. Wien activities publish gross statistics and no individual of the
group can be identified (see paragraph 7000. 2e).

Di scl osure accounting is required even if consent is provided by the
i ndi vidual of record. Figure 7-1 lists the mininuminformtion required
and may be used when discl osure accounting is required.

2. Accuracy of Record. Prior to disclosure of a record on an individua

to any person other than personnel of the agency, with a need to know, or
under the provisions of the Freedom of Infornmation Act, reasonable efforts
shoul d be nade to ensure that the record is accurate, conplete, tinely, and
rel evant for Marine Corps purposes. |In certain circunstances, it my be
appropriate to advise the recipient that the informati on was accurate as

of a specific date.

3. Purpose of Accounting. The purposes of the accounting requirenent
are to:

a. Alowindividuals to deternine to whomtheir records have been
di scl osed.
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b. Provide a basis for subsequently advising recipients of records
of any disputed or corrected information.

c. Provide an audit for subsequent review of activity conpliance.

4. Methods of Accounting. 1In view of the variety of record systens,
activities are given nmethods latitude in devising nmethods of disclosure
accounting. There is no requirenment that the accounting be retained on

a record-by-record basis, although that frequently nay be the capability
to nmeet the above purposes.

5. Retention of Accounting Record. The record of accounting nust be
retained for at least 5 years after the | ast disclosure, or the life of
the record, whichever is longer. The Privacy Act, however, does not
require the retention of the record when the record could Iawfully be
di sposed of sooner, per SECNAVI NST P5212.5, Disposal of Navy and

Mari ne Corps Records.

6. Accounting to the Individual. Upon request fromthe individual of
record, system nanager or appropriate custodial official nmust make
avail able all disclosure accounting information to that individual unless:

a. An exenption has been exercised.

b. Information has been disclosed to a court of conpetent jurisdiction
as described in paragraph 7000. 2j(2).

c. Information has been disclosed to another agency or instrunmentality
for | aw enforcenment purposes as described in paragraph 7000. 2g(1).

7003. DI SCLOSURE TO CONSUMER REPORTI NG AGENCI ES. Certain persona

i nformati on may be di sclosed to consumer reporting as defined by the
Federal Clainms Collection Act of 1966. Under 15 U. S.C. 1681, the
following informati on nmay be disclosed to a consuner reporting agency:

a. Name, address, taxpayer social security nunber (SSN), and ot her
information required to establish identity of the individual

b. The anount, status and history of the claim

c. The agency or program under which the claimarose.
The Federal Cains Collection Act of 1966 specifically requires that the
systemnotice for the systemof records fromwhich the information will be

di scl osed indicates that the information may be di sclosed to a consuner
reporting agency.
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7004. DI SCLOSURE FOR MATCHI NG PROGRAMS

1. Ceneral Information. The Ofice of Managenent and Budget (OVB) has

i ssued special guidelines to be followed in prograns that match persona
information in conputerized data bases of two or nore Federal agenci es.

See figure 7-2 for OVB Matching GQuidelines. These guidelines are intended
to strike a bal ance between the interest of the Government and the need to
protect individual privacy expectations. These guidelines do not authorize
mat chi ng prograns as such and each mat chi ng program nust be justified

i ndi vidually per OVB gui dance.

2. Request for Matching Prograns. All requests for matching prograns, to

i ncl ude proposed anmendnments to the applicable systens notice, and anal ysis
and proposed mat ching programreports should be forwarded to the Conmandant
of the Marine Corps (ARAD) for publication in the Federal Register. Any
changes to existing matching prograns shall be processed in the same manner

3. Tinme Limts for Subm ssion of Mtching Reports. Documentation required
by subm ssion of nmatching reports should be provided to the Commandant of
the Marine Corps (ARAD) at |east 60 days prior to the proposed initiation
date of the matchi ng program
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A. PURPCSE. 1lnese guidelines supplement and shall be used in conjunccicn wien
OM3 Gu:cel:ines on the adminiscracion of the Privacy Ack of 1374, issued in July i,
1975, and supglemented on November 21, 1975. Thev replace earlier guidance on
conduc tiag ccmpuzerized macshing pregrams issued¢ on March 30, 1979. They ar2
inrended to2 help agencias relate wne procedural requirementcs of the privacy Act
o the overactional raguirements of compu cerized mazching. They are designed t2
acddrass the concerns axpressed by the Congress in the 2rivacy Act of 1974 that
“che increasing use of ccmpuctazs and scphis:ica:ed information technolegy. while
egsencial to the efficient cperation of the Government, has greactly magnified
cne harm to individual privacy that can occur from any collesction, maintenance,
use, or dissemination of ge:sonal1information.' These guicdelines do not
authomiwms activitiss that ace not permitted DY law, ner dco they prohibit
scciT™=ias expressly raguired TI be performecd By law. Cecmplying with these

guidelines, however, does not relieve a Federal agency of the obligation to comply

wigh the provisicns of the Privacy AcCt, including any provisions not citad
in these guidelines.

< Thaese guidelines apply to all agencies subject te rhe Privacy aAct of
5.S5.C. 552a) and to all matching programs:

1374

1. ©Performed DY & Faderal agency, whe ther the perscnal reacords used in the
marcen ara Federal or nonfederal. .

2. °F which a Tederal agency discloses any personal records for use in a

masching 9

-
rogram periormed by any othar Federal agency OT any nonfaderal
orzanizatio

")
L]

c. EFFICTIVE DATE. These guidelines are effactive on May ll, 1982.

L i

5. DEFINITIONS. Feor the purpeses of te Guidelines, all the terms dafined in the
privacy Act of 1974 apply.
l. ersonal Record. Any informatzion pertaining to an individual thac is
rad in an aucomaczec svstem of records;: £for axample, a data nage which contalas
rmazion abdaut individuals that is recrieved by name or some other gerscnal

z.
fier.

2. Macching Procrams. A procedurs2 i{n which a computer is usad to ccmpare
TH4C Or mor2 aucomated SYst2mS of records or a systam 0f records with a set of
nenfederal records to £ind individuals who are commeon to mor? rhan one system oOr
ser. The procedure includes all of the sceps associated with the matsl, including
obtaining the racords to be matched, actual use of the ccmputer. adminiscative
and investigative action on the hits, and disposition of the personal records

mainzained in connecticn with the maech. ¢ should be noted that avsiv.m;le
macching program may involve several matshes ameng 2 Aumber of participants.
Matehing programs do not include the followling:
a. Matches rhat ¢o not cempare a subs cangial numter of records, such as, ‘
Education's defaul ted scudent 1gan data pase Wi th

comparisan of tne Depar tment of ) tats 2 e
cme OPM's federal employes data nase would De coverad; comparison of 3$1X individual
studenz loan defaulctees wizn tie cpu file would not pe coverad.

Figure 7-2.--0Qffice of Management and Budget Matching Guidelines.
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o]

. Checks on specific individuals o verily caza in an applicasion for
ts done r2

asonably soon afrer the application is regeived.

c. Chrecks on sgecific indivicduals based on information whigh raises
ques tions about an individual's eligibilicy £cr benefits or payments done
reasonably soon after the infarmation is raceived.

d. Macsches done S0 groduce aggregate statistical data without any
personal ideatifiers.

e. Matches done to support any rasearch or stazistical project when the
specific daza are not to De used to makas decisicns about the righes, benefits, or
privileges of specific individuald. :

£, Matches done Dy am fgency using its own records.
3. Magching Agencv. The Federal agency which actually performs the match.

4. Source agencv. The raderal agency which discloses records from a system
of racords to be used in the match. Note that in some circumstances a sourse
agency may de tne instigactor and uleimate beneficiary of the matching program, as
when an agency lacking compu ter rasources uses another agency to perform the
match. The disclosure of racords to the matching agency and any later disclosure
of "hits” (by eithér the matghing or the scurce agenciss) must De done per the
provisions of paragraph (D) of the Privacy AcCt.

S. ie. The identification, eshrough a matching program, of a specific
individual.

E. GUIDELINES F02 AGENCISS DARTICIPATING IN MATCHING PROGRAMS. agancies should
acguire anc dlsclose matsling recoras and csnauc:t MACTSALNG PrOGr ams per the
provisicns of this seczicn and rhe Privacy Acct.

1 pisclosing sarsonal Recocrds for marching Programs:

a. To Another Faderal Agencv. Source agenciass are responsible for
detarmining wnetwner or oL to disclose perscnal records from thelir systems and
for making sure they meet the necessary Privacy Act disclosure provisions when
tney do. among the factors source agencies would consider are:

(1) tagal authoricy for the marchs
{2) purpose and description of the match;

(3) description of the records to be matched;

(4) whether the record subjects have consented to the match: or
whether disclosure of records for the match would be compatible with the purpose
far which the records were eriginally collected; that is, whe ther disclosure
under a “rcutine use" would be approgriate; whne ther the soliciting agency is
acds for a lagizimacte 1aw enicrcement ac zivi cy=—whichever is
H

er any other pravision of rthe Privacy Act under which disclosurs may

28

seeking rec
acpregriate
be mace;

Figure +-2.--0ffice of Managemen=z and Budget Matching Guidelines--
Continued.
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o

(3) description ¢f acddizional infcrmazion which may De subsequently
disclesed in ra2ilaction &2 "niws”; )

ne actions expected of the source (for example
cigy of the "hl s or Ifollowup With saglridual

(7) safaguards to be affaorded the records invelved, including
dispositicn.

5. If the agency is sarisfied that disclosure of the racords would not
violace its respensibilities under the Privacy Act, it may proceed to make the
disclosure to the ma=zhing agency. It should ensure that only the minimum
informarcicn necessary 9 conduct whe mazch is provided. IS disclosure is to be
mate ayrsuant to a *rgutine usa’. (Sec:tion (p)(3) of the Privacy act), it should
ensuce .chat the system of racords contains such a use, or it should publish a
routine™use notice in the faderal Register. The agency should also be sure toO
mainctain an accounting of the dirsclosures pursuant to Saczion (¢) of the Privacy
AcC €.

. c. To a Nonfederal Entitv. Before disclosing records to 2 nonfederal
en=zizy for a matsaing pregram tao De carried our by that entity, a source agency
should, in addizicn to all of the consideration in paragraph E.l.a., also make
raasonable efforts, pursuant to Saczion (e} (6) of the pPrivacy Act, to Tassure
tmat such records are accurate, gsmplacte, timely, and relevant £or agency
purposes.”

2. Wri==zen Agraements. Before disclosing to either a Fecderal or nonfederal
entity, the source agency should reguire the matching entity to agrae in writing
es cercain conditions governing the use of the matching f£iles Eor exampla, that
che masching file will ramain the prcoer Ty of tha source agency and be recturned
ar =he enc of tne macshing program (or destzoyed as appropriate): =hat the fila
will be used and accessed only to mactsh the gila or files previously agreed to;
rhar it will not be used ©2 axtact information concerning *nonhit” individuals

for any purpose, and that it will nct bDe duplicated or disseminarted within or
outside the matching agency unlass auchorized in writing by the source agency.

3, Per

\

0

srming Matshing Programs

a. Matsning agencias should maintain reasonable adminiswrative,
sechnical, and physical security safsguards on all files involved in the matshing

progzTam.

5. Matching agencies should ensurs that they wave appropriate systems
of records including ticse containing "hics," and that such systems and any
routcine uses have Dbeen appropriately noticed in the Federal Register and rapor ted

to OM3 and the Congress, as appropriate.

-2 .-- Office of Management and Budget Matching Guidelines--
Ccontinued.

rigure
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4. Discosizicn of Records

a. Macshing agencies will rezuzrna of destwoy scurce matuching £iles (oy
mutual agreement) immediacaly af zer the mactsh.

b. Records relating to hits will be kepz only so long as an
investigation, either eriminal or administrative, is aczive, and will be disposed
of per the requiraments of the Privacy Act and the Federal Recards Schecdule.

5. pPublication Reguirements

a. Agencies, before disclosing records cutside the agency, will publish
appropriate "routiae use” notices in the Federal Regiscter, if necessary.

n. If the matshing pragiam will rasult in the creation of a new or the
substantial algeration of 2n existing system of records, the agency involved

shculc‘::publish the appropriace Federal Register notice and submit the requisite
repor £to OMB and the Congress pursuani to CMB Circular No. A-108.

§. Reporting Recuirements. As clase to the initiation of the matching
progr-am as possidle, mactching agencies shall publish in the Tederal Register a
brief public notice describing the matching program. The notice should include:

a. The legal authority under which the mate: is being conducted;

b. a description- of the matshing pregram including whe ther the program is
one time or continuing, the organizagions iavolved, the purpose or purposes for
which the program is deing conducted, and the procedures t3 pe used in maching
and following up on the "hizs"; .

c. a complacte description of zhe personal records be matched,
including the source or sources, systam of records identifying data, date 'or daces
and page numper of the most recent Fecderal Register full taxt: publication when
appropriate;

d. the projected s-art and ending dates of the program;

s. tne security safsguards tc be used o protect against unau thorized
accaess or disclesure of the personal records; and

£. plans Zcr disposi.tion of the source racords and “hits.”

7. Agencies should send a <3py of this noticae to the Congress and to OMB at
the same time it is sent to the Faderal Register.

a. Agencies should report new or altered systems of records as described
in paragraph E.5.b., as necessary.

Figure 7-2.--Qffice of Management and Budget Matching Guidelines-—-
Continued.
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5. agencies snhould also te srapared £o report on matching programs
oursuant to the reRcriing regquisements cf either the Privacy Acct or the Paperwork
Reducszion Ac:. Reporzs will be solicited by the Cifice of Iniormation and
Regulatory Afairs and will £acus on beth the protec:tion of individual privacy
and the Government's effective use of information technology. Reporting
instruccions will be disseminaned to the agencies as part of either the repor ts
reguirad by paragraph (p) of the srivacy Act, or Seczion 3514 of Pub. L. 96-31lL.

g§. Use of Contractors. Matching programs should, as far as practicable, Dde
conduc ted "i1n-nouse” by Federal agencies using agency perscnnel, rather thaa by
contract. When contraciors are used, however,

a. The matching agency should, consistent with paragraph (m) of the

rivacy Act, cause the requiremengs of that Act to be applied to the centractor's
periormamce -of the matching program. The contxact should include the 2?xivacy
Ac = c*wuse required by Federal swrgonnel Regulation Amendment 155 (41 CFR

1-1.337=5);

5., the terms of the contract should include appropriate privacy and
security provisions consistent with policies, regulations, standards, and
guidelines issued by OMB, GSA, and the Departnent of Commerce:

c. the terms of the contract should preclude the contractor grom using,
disclasing, cooving, or retaining records associared with the matching program
for the contractor s own use; ' : .

d. contractor perscnnel involved ia the masching program shall be made
axplicity aware of their obligations under the Act and of these guidalines,
agency tules, and any special safeguards in ralation to each specific macsh
performed; and-

e. any disclosures «f racords by the agency to the contrachor should de
made pursuant to a "eouzine use” (3 U.5.C. 532a (BY(3))e.

MENTATTION AND OVERSIGHT. The OM3 will oversee the implementation of
elines anc snall incerpret and advise upcon agency proposals and actions
~within their scope, consistent with Secticn & of the Privacy Act.

Figure 7-2.--Office of Management and Budget Matching Guidelines--
Continued.
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CHAPTER 8
SAFEGUARDI NG PERSONAL | NFORVATI ON

8000. GENERAL. Each system manager will establish admnistrative,
techni cal, and physical safeguards to protect each system of records
from aut hori zed or unintentional access, disclosure, nodification

or destruction. Specific safeguards for individual systens nust be
tailored to the existing circunstances, with consideration given to
sensitivity of the data, continuity of operations, general security
of the area, cost of safeguards, etc. Enclosures (6) and (7) of the
reference provides additional information for special consideration
in using conputerized systens of records and saf eguardi ng records
during work processing.

1. Responsibility. At every Marine Corps activity, an official shall be

desi gnated, for each record system as having responsibility for safeguarding
the information of that system Any unauthorized disclosures or violations
shall be reported to the Commandant of the Marine Corps (ARAD) inmediately.

2. Mnimm Requirenent. Personal information will be considered in the sane
category as information designated "For Oficial Use Only." This provision
is to provide reasonabl e saf eguards to prevent inadvertent or unauthorized

di scl osures of record content during processing, storage, transnission, and
di sposal .

3. Automated Data Processing (ADP). The Director, Conmmand, Control
Comuni cations and Computer (C41) Systens Division, Headquarters, U. S
Marine Corps (CMC (CC)) is responsible for deternm ning and formul ating
policies and procedures, as necessary, to ensure that ADP systens
cont ai ni ng personal information have adequate technical safeguards to
protect personal privacy.

4. Contractual Requirenment. Wen a contractor perforns a recordkeeping
function for the Marine Corps, the contractor and the contractor’s enpl oyees
beconme subject to the Act. Any contract involving the maintenance of records
shall include such terns as are necessary to incorporate the rel evant

provi sions of the Privacy Act. The Federal Acquisition Regulation, Part

24.1, Protection of Individual Privacy should be consulted by contracting
officials relative to guidance concerning processing, accessing, naintaining,
or disposing of personal infornation

5. Disposal. Reasonable care nust be taken to ensure that persona
information is not subject to unauthorized disclosure during records
di sposal. Records may be di sposed of by pul ping, tearing, shredding,
macerating, or burning to preclude recognition or reconstruction of
personal information. Information on nmagnetic tapes or other magnetic
medi um may be di sposed of by
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erasi ng or degaussing. |If contractors are hired to haul trash containing
personal information, contract provisions as stated in paragraph 8000. 4,
shoul d be incorporated in the contract. Legal assistance should be obtained
i n devel opi ng sales contract clauses that will make the Government contractor
subject to the Privacy Act.

8-4
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CHAPTER 9
ESTABLI SHI NG OR AMENDI NG SYSTEMS OF RECORDS

9000. GENERAL. There will be no systens of records on individuals where
the public is unaware of the existence of the records. The nethod used to
publicize the existence of systens of records is the Federal Register. Not
all Marine Corps activities receive the Federal Register, therefore, Marine
Corps Bulletins in the 5211 series are distributed which pertain to Marine
Corps personnel. Oher notices are published in OPNAV Notices in the 5211
series. Systens of records containing personal information about individuals
for which a published systens notice has not been published in the Federa
Regi ster are not authorized, and shall not be nmaintained. Individuals in
violation of this policy are subject to Federal prosecution with a maximm
fine of $5, 000.

1. System Notice Review Al Mrine Corps activities should reviewthe
record systemnotices annually an ensure that all record systens naintained
have been described or are included in a published record systemnotice.

2. Report of New or Altered System of Records. A report on a proposed new
or altered system of records shall be submitted to the CMC (ARAD). This
report nust reach CMC (ARAD) at |east 90 days prior to planned inplenmentation
of the new or altered system |In the case of an automated system the report
shall be submitted at | east 90 days prior to the planned date for issuance of
solicitation for automatic data processing equi pmrent or services, or

associ ated tel ecommuni cati on equi pnent or services. |If no such solicitation
is planned, then it nust be submtted at |east 90 days prior to the date of
desired inplenmentation. Proposed systemnotices for new or altered system

of records require staffing to the OVMB and to Congress for approval
Additionally, the systemnnotice nust be published in the Federal Register

to afford the public 30 days for review and corment. The Federal Register
publication will state the proposed new or altered systemw Il be effective
in 30 cal endar days without further notice, unless coments are received
which would result in a contrary determ nation. Any such determ nation would
require republication of a revised notice; i.e., another 30 cal endar days for
further comrent before inplenentation. (See procedures in paragraph 9001.)

3. Relevance and Necessity. Activities shall maintain in their systens of
records only such personal information that is relevant and necessary to
acconplish a purpose or mssion. Authority to establish or naintain a system
of records does not convey unlimted right to collect and maintain al

i nformati on which may be useful or convenient to have as opposed to that
which is rel evant and necessary.

4. Restriction on Miintenance of Certain Records. Maintenance of a system
of records describing how individuals exercise rights guaranteed by the First
Amendrent i s prohibited unl ess expressly authorized by Federal statute, by
the individual concerned, or unless it is pertinent to

9-3
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and within the scope of an authorized | aw enforcenent activity. The exercise
of these rights includes, but is not limted to religious and politica
beliefs, freedom of speech and the press, and the right of assenbly and to
petition.

5. Familiarity by Privacy Act Coordinators. The designated Privacy Act
coordi nator at each activity should becone famliar with the system notices
as they relate to the activity’'s files, so that inquiries citing system
notices may be properly referred. Witten indexes, relating published
systemnotices to | ocal records, may be necessary at larger activities to
ensure proper and pronpt routing of inquiries.

9001. PROCEDURES

1. Determination of Notice Requirenents. Requests to establish or alter a
system of records are required when the change or new systemis not
adequately descri bed under an existing systemnotices published in the
Federal Register. The following criteria are to be used when determ ni ng
whet her or not a report is required for a new or altered system

a. A New System of Records. A proposed new system of records nust be
reported for publication in the Federal Register in order to notify the
public of the existence of the system

b. A Significant Change to an Existing System of Records (Altered
System). A report is required for any significant change or alteration
to an existing systemof record, if the change falls within the follow ng
criteria:

(1) Nunber or Types of Individuals. Increases or changes of the
nunber or types of individuals on whomthe records are maintained requires
a report. For exanple, if a systemwhich only covered mlitary personne
is expanded to cover both mlitary and civilian personnel, a change to the
exi sting systemis required. Increases in the nunber of indivduals in a
system whi ch can be attributed to nornmal growh patterns need not be
reported.

(2) Expansion of Categories of Information. The addition of a new
category of records not currently described in the published system notice
requires a report. For exanple, if an enployee payroll systemis expanded
to include data on education and training, this would be an expansion of the
categories of information naintained.

(3) Organization of Records. Altering the manner in which records
are organi zed, indexed, or retrieved requires a report. For exanple, the
centralization or decentralization of an organization may result in the
consolidation of two or nore systens or the splitting of two or nore systens.

9-4
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(4) Alteration of Purpose. Altering the purpose for which the
information is used requires a report. For exanple, records currently used
for historical purposes are to be used for naking determ nation on
eligibility for disability benefits.

(5) Changes in Conputer Environnent. Changes in equi pnent
configuration software and/or procedures, so as to create the potentia
for either greater or easier access, requires a report. An exanple would
be a conversion of a nmanual systemto an automated system or the direct
link use of terminals to new offices. The addition of peripheral devices
such as tape and disc devices, card readers, printers, and simlar devices
to existing autonated data processing system does not require a report,
as long as the systemsecurity is preserved.

2. Submission of Report. The report on a new system or altered system shal
consist of a transmttal letter, narrative statenment and any supporting
docunent ati on, as outlined bel ow

a. Transmittal Letter. This letter shall contain a statenent of why
action is being taken and forward the proposed system notice.

b. Narrative Statenent. The statement (see figure 9-1), to be typed
on plain bond paper, shall include, as a mninmumthe follow ng:

(1) Systemldentification and Nane. The systemidentification wll
be assigned based on the subject series indicated in figure 9-2. The
nunberi ng sequence will be assigned by this Headquarters where the XX is
cited in the systemidentification series. The use of nicknanes not readily
conmprehensible to the public, should be avoi ded when nam ng the system

(2) Responsible Oficial. Indicates the nanme, title, address, and
t el ephone nunber of the official responsible for subm ssion of the new or
altered systemnotice. This official will serve as a point of contact on
i nquiri es about the content of the new or altered system noti ce.

(3) Purpose. Describe the purpose(s) of the systemof record or
the nature of changes bei ng proposed.

(4) Authority. Cite, if possible, the specific Federal statute or
Executive order, including the title, which authorizes the system of records.
Whenever possible, provide the nane or subject of the authority, for exanple
5 U S.C 4115, Collection of Training Information or E. O 10450, Security
Requi renents for Governnent Enpl oyees. Consult the appropriate |egal officer
for assistance in determning statutory or regulatory basis for the system

(5) Nunber of Individuals. Provide the actual nunber, if known, or
an estimated nunber of individuals on whomrecords are maintained for the
new or altered system

9-5
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(6) Eirst Amendnent Rights. Provide a description of any information
to be kept on the exercise of an individual’s first amendnment rights and the
basis for maintaining information on first anmendnent rights.

(7) Measures to Assure Information Accuracy. Describe procedures
established to assure the accuracy, relevance, and conpl et eness of
information in the system

(8) G her Measures to Assure System Security. Briefly describe
steps taken to mnimze the risk of unauthorized access to the system
When conput er systens are involved provide the follow ng infornmation
Word processing and mcroformsystens used in processing a system of
records shall be described in a manner simlar to the conputer system

(a) State whether the autonmation is done in a batch or on-1line
envi ronnent .

(b) Describe in general terns the physical safeguards of the
conmputer site and state if a site risk analysis was performed. Al new or
altered automated data processing systens nmust show that a risk analysis
was perforned.

(c) If an on-line systemis being described, state whether
dial-up or hard-wired termnals are used in accessing the systemvia the
terminal; e.g., a controlled area, key |locks on hard-wired term nals or
password protection for dial-up term nals.

(d) Provide the location where prinmary conputer nedial is stored.
Cenerally, conmputer nedia is stored at a data processing installation (DPl)
which in nost instances is not the system /|l ocation

(e) Describe the technical procedures used to protect on-line
data from unaut hori zed di scl osures. For exanple, in cases where retrieva
| anguages are part of a conputer system describe the control procedures
for ensuring that the informati on accessed is in conformty with the
publ i shed system noti ce.

(9) Relations to State/lLocal Government Activities
Di scuss briefly the relationship of the systemto state or |ocal governnent
activities as the sources or recipients of information in the system

(10) Supporting Docunentation. Submit a docunmentation to support
the new or changed system as foll ows:

(a) Provide a copy of the new system notice or change which the
activity proposes to publish. Record systemnotices shall be witten in a
styl e understandable to the general public. Abbreviations, nicknanes, or
acronynms nmay be used if they are spelled out first; jargon and codes

9-6
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shall be avoided. Figure 9-3 provides detailed instructions for preparing
the systemnotice. Figure 9-4 is an exanple of a conpleted system noti ce.

(b) If applicable, include a statenent concerning any proposed
exenptions, citing the statutory authority for the exenption, and the
reason(s) it is to be exenmpted fromthe specific provision(s).

3. Anmendnent of System of Records. Changes to an existing system of
records that do not fall within the criteria cited in paragraph 9001. 1b
shall be reported as anmendnents. For exanple, certain anendnents to a
publ i shed system notice may include changes in |location, authority for
the system system manager, notification procedures, and claimnmng an
exenption for an existing nonexenpt system Figure 9-5is a sanple
format for an amendnment to a systemnotice. The anmendnent notice shal

be typed on plain bond paper. The proposed anmendnment should be submtted
approxi mately 90 days before the change is to take place. The subm ssion
of an anendnent notice should include the follow ng:

a. The systemidentification and nane; e.g., MVNO0006, Mlitary
Per sonnel Records (OQR/ SRB).

b. The specific change(s) proposed.

c. The full text of the systemnotice, as anended. Refer to figure 9-4
for format of a conplete systemnotice.

4. Deletion of System Notices. System nmanagers shall report, when
necessary, any system of records which should be deleted. This includes
systens of records that have been di scontinued and conbi ned with anot her
system or determ ned not to be subject to the Privacy Act. Subnmit a brief
statement to the CMC (ARAD) providing notification that the notice is not
| onger required and the reason

5. Responsibility for Processing Reports on System Notices. Notices of new
or changed system notices shall be submtted to the CMC (ARAD) for processing
and forwarding to the Chief of Naval Operations (OP9B30), Washington, DC
20350-2000. The CMC (ARAD) shall provide assistance to activities requesting
new or changed system noti ces.
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DEPARTMENT OF DEFENSE
U S. MARI NE CORPS
Report on a New System Under the
Privacy Act of 1974

1. Systemldentification and Nane. MVNOOO45 "Automated Systematic
Recruiting Support System”

2. Responsible Oficial. Any inquiries or coments on the proposed new
systemnotice nay be directed to M. John Snith, Head, Autonated Services
Center, Marine Corps Recruit Depot/Eastern Recruiting Region, Parris Island,
SC 29905-5001, tel ephone (803) 485-1111.

3. Purpose. To maintain a data base of all Marine Corps recruits. The system
will be used in the administration of all Marine Corps recruits fromentry
through the conpletion of recruit training. The social security nunber is
required in this system because it is a unique identifier

4. Authority for Mintenance of the System Enlistnment Recruiting
Canpai gns, 10 U. S. Code 503; Departnent Regul ations, 5 U S. Code 301

5. Nunber of Individuals. The systemw ||l effect approximtely 50, 000
i ndi vidual s a year.

6. Information on First Anmendnent Activities. No information relating to an
i ndi vidual’s exercise of first amendnent rights is contained in this system

7. Measures to Assure Information Accuracy. The accuracy of data will be
checked by a series of edits built into the system s software package.
Al data elenments are validated in accordance with established criteria at
the tinme of data entry. Invalid itens are rejected at tine data is entered.
On-line updating provides for subsequent changes/corrections of data.

8. Oher Measures to Assure System Security

a. The systemprimarily operates in the on-line node for data entry.

b. Both dial-up and hard-wired term nals support the system System
information is protected by the foll owing software features: user account
nunber and password sign-on, data base access authority, data set and data
itemauthority for add, update, and del ete.

c. Access to the building in which the conputer systemis located is

protected by unifornmed guards requiring positive identification for
adm ssion. Access to the termnals is under the control

Figure 9-1.--Sanple Format for Report on New System
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of authorized personnel during working hours; the office space in which the
terminals are |located is |locked after official working hours.

9. Relations to State/local Governnent Activities. None.

10. Supporting Docunentation. No changes to existing procedural or
exenption rules are required. Enclosure (1) Advanced copy of the
proposed system noti ce.

Figure 9-1.--Sanple Fornmat for Report on New Systent-Continued.
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MARI NE CORPS PRI VACY ACT SUBJECT SERI ES
FOR SYSTEM NOTI CES

SYSTEM

| DENTI FI CATI ON
SUBJECT SERI ES SERI ES
Avi ation MAAOOOXX
Fi scal / Di sbursing (Matters relating to pay) MFDOOOXX
Hi storical MHDOOO XXX
Install ations and Logistics M LOOOXX
Judge Advocate/lLegal Mtters MJAOOOXX
M scel | aneous MMCO00XX
Manpower / Per sonnel MVIVDOOXX
Tr ai ni ng MMTO00XX
Reserve MRSO00XX
Tel ecomruni cati on/ Tel ephone Billing MIEOOOXX

Figure 9-2.--Subject Series for System Noti ces.
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I NSTRUCTI ONS FOR PREPARATI ON OF SYSTEM NOTI CES

Systemidentification: The Marine Corps identifier nmust appear on al
systenms notices and shall be limted to 21 positions including any file
nunber/ synbol s, punctuation, and spacing. See figure 9-2 for system
identification series. The nunbering sequence indicated by X will be
assi gned by Headquarters Marine Corps.

System nane: The official name of the system should reasonably reflect the
categories of personal information in the system In no event shall the
system name exceed 55 character positions, punctuation, and spacing.

Location: |If the systemis maintained in a single |ocation, provide the
exact name of the office. |If the systemis geographically or organiza-
tionally decentralized, specify each type of organization or el enent that

mai ntai ns a segnent of the system For exanple, if the system conprises
clinical records, location mght include nedical centers and hospitals as
well as the National Personnel Records Center. Were autonated data systens
enconpass a central conputer facility, with input/output termnals at severa
geographical locations, |ist locations by category. Were nultiple |ocations
are referred to by type of organi zation, state: "See the organizationa

el enents of the U S. Marine Corps as listed in the Departnent of the Navy
Address Directory appearing in the Federal Register.”

Categories of individuals covered by the system The purpose of this
requirenent is to permt individuals to know whether or not informtion
on them mght be in the systemof records. Description of categories,
therefore, shall be stated in easily understood, nontechnical terns.
Avoi d using broad general descriptions such as "all nilitary personnel,”
unl ess the systemreally applies to all nmilitary personnel and just to
those assigned to the organi zation. Any change to the category of

i ndi vi dual s whi ch increases the nunber or type of individuals on whom
records are muai ntained nmay require preparation and publication of a
revised notice; i.e., a systemwhich only covered mlitary personnel is
expanded to include dependents.

Categories of records in the system Briefly describe in nontechnical terns
all types of information in the system e.g., nedical history, nedica
treatment, clinical, enploynent history, applications, etc. Source docunents
whi ch support automatic records will not be listed unless they are retained
and filed by name, SSN, or other individual identifier. Any expansion and/or
addition of categories of information nmaintained will require preparation and
publication of revised notices; e.g., the expansion of an enpl oyee payrol
file to include data on education and trai ning.

Figure 9-3.--Instructions for Preparation of System Notices.
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I NSTRUCTI ONS FOR PREPARATI ON OF SYSTEM NOTI CES

Aut hority for maintenance of the system Authority to maintain a system of
records does not give an activity grounds for naintaining information it
deens nerely useful. Information in a system of records nust be both

rel evant and necessary to its mssion. Cite the specific provision of
Federal statute or Executive order, including the title, which authorizes
or provides a legal basis for naintenance of the system The authority
cited should be that authorizing the program which the system of records
supports and not solely relying on a general statute authorizing
recordkeepi ng, such as 5 U S.C. 301, Departnental Regul ations. Wenever
possible, cite the popular nanme or subject of the authority, as well as a
statute, public law, U S.C. or E.O nunber; e.g., "Tea-Tasters Licensing
Act of 1975, 51 U.S.C. 2103." 1In addition, cite the DoD Directive, Navy
Instruction, or Marine Corps Order which authorizes the naintenance of
the system

Purpose(s): List the specific purpose for nmintaining the system of records.
List only the uses nade of the information within the Marine Corps (interna
routi ne uses).

Routi ne uses: The blanket routine uses listed at the beginning of each
conmpilation in the Federal Register apply to all systens notices unless
otherwi se specified in a notice. An explanation of each bl anket routine
use is listed in figure 9-6. List only the routine uses of the infornmation
made outside the DoD

a. |f the blanket routine uses apply, make the follow ng statenent:
"The bl anket routine uses that appear at the beginning of this conpilation
apply to this system?"”

b. For all other routine uses, list the specific organization to which
the record may be rel eased; for exanple, "to the Veterans Adm nistration
to the Department of Justice,” or to "state and |l ocal health agencies.” For

each routine use listed, state the purpose(s) for which the record is to be
rel eased. Do not use general statements, such as "to other Federal agencies
as required" or "to any other appropriate Federal agency.

Record managenent policies and practices: This elenment of the system notice
shal | descri be how the records are maintai ned, how they are safeguarded, what
categories of officials within the Marine Corps are pernitted to have access,
and how long records are retained. The elenent shall be subdivided into four
parts as foll ows:

a. Storage: Indicate the mediumin which the records are naintained.
For exanple, a system may be "automated, naintai ned on rmagnetic tapes or
discs", "manual ", or "in paper files", or a hybrid conbination of paper forns

and information on discs. Storage does not refer to the container or facility
in which the records are kept.

Figure 9-3.--Instructions for Preparation of System Notices. --Conti nued.
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I NSTRUCTI ONS FOR PREPARATI ON OF SYSTEM NOTI CES

b. Retrievability: Specify how the records are retrieved; e.g., by nane,
SSN, military service nunber or other identification nunbers, classification
or personal characteristics, such as fingerprint classification, voice print
identifier, etc.

c. Safeguards: Describe the categories of the i Mmediate officia
cust odi ans having access to the systemas well as the responsibility of
saf eguar di ng agai nst unaut hori zed access. Specify the systens.

d. Retention and disposal: State how |l ong records are nmintained, if
and when they are noved to a Federal Records Center or transferred to the
Nat i onal Archives, or are destroyed. Consult SECNAVI NST 5212.5, Disposa
of Navy and Marine Corps Records, for disposal of records.

System nanager (s) and address: In all cases provide the title and business
address of the official responsible for the managenent of the system e.g.
Commandant of the Marine Corps (ARAD), Headquarters, U.S. Marine Corps,

2 Navy Annex, Washington, DC 20380-1775. For geographically or organi-
zational ly decentralized systens where individuals may deal directly with
officials at each location, give the position or duty title of each category
of officials responsible for the systemor a segnent thereof. For exanple,
in the case of service record book, the entries would be: "Comandi ng

O ficer of the activity to which the individual is assigned."”

Notification procedures: Briefly sumrarize the procedures whereby an

i ndi vidual may nake an inquiry to determ ne whether the system contains

a record about them At a mininmum this elenment should identify the
official title (normally the system nmanager and address(es)) to which an

i nquiry should be directed. Specify what information is required from
requesting individuals to determ ne whether or not the systemcontains a
record about them such as full nanme, mlitary status, SSN or service
nunber, date of birth, etc. Ildentify those offices to which the requester
may wite or visit to obtain information and indicate any proof of identity
deened necessary.

Record access procedures: This elenment shall state the procedures whereby

i ndi vidual s can be notified at their request how they can gain access to any
category of officials who can provide assi stance; otherw se, the system
manager .

Contesting record procedures: This elenent requires informng

i ndi vidual s how to contest the contents of the record; i.e., "The agency’'s
rules for contesting and appealing initial deterninations by the individua
concerned may be obtai ned fromthe system nanager.™

Figure 9-3.--Instructions for Preparation of System Notices. --Conti nued.
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Record source categories: This elenment requires a listing of sources of
the information; e.g., the individual’s previous enployers, financia
institutions, educational institutions, trade associations, or autonated
system i nterfaces.

Exenptions clained for system |f no exenption has been approved for the
record system indicate "None." |If there is an exenption, indicate under
whi ch subsection(s) of the Act; e.g., (j)(2), (k)(2), or (k)(4). Refer to
par agraph 10001 of this Manual for gui dance on exenptions under the Privacy
Act. Also cite the Marine Corps order and code Federal regulations section
fromthe Federal Register in which the rule is contained. For exanple,
"Parts of this record system may be exenpt under Title 5 U S.C. 552a (k)(2)
and (5), as applicable. Exenption rule for the systemis contained in 32
C.F.R, Part 701, Subpart E, and MCO P5211.2."

Figure 9-3.--Instructions for Preparation of System Notices. --Conti nued.
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SYSTEM NOTI CE
MVINOOOOL
Syst em nane:

Absent ee Processing and Deserter Inquiry File
System | ocati on:

Primary System - Absentee and Deserter Section, Hunman Resources Division
(MH), Manpower Departnent, Headquarters, U S. Marine Corps, 2 Navy Annex,
Washi ngton, DC 20380-1775

Decentralized Segnents - U S. Marine Corps commands to which the absentee
or deserter is assigned for duty or adm nistration of official records.

See the organi zation el enents of the U S. Marine Corps as listed in the
Directory of the Departnment of the Navy Mailing Addresses.
Cat egories of individuals covered by the system

Marine Corps absentees and deserters; Mrines in hands of civi
authorities, foreign and donestic; suspected and convicted absentees
and deserters who have returned to mlitary control
Categories of records in the system

File contains personal identification data, parent comand, notation of
arrests, nature and dispositions of crimnal charges, and other pertinent
i nformati on which is necessary to nonitor, control and identify absentees,
and deserters.

Aut hority for maintenance of the system

Title 10 U.S.C. 5031, Secretary of the Navy; responsibilities.
Pur pose(s):

To provide a record of absentees or deserters for identification
apprehension, return to mlitary control, or nonitoring nmenbers | ocated
in a foreign country.

Figure 9-4.--Conpl eted System Noti ce
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Routi ne uses of records maintained in the system including categories of
users and the purposes of such uses:

The Bl anket Routine Uses that appear at the begi nning of the Marine
Corps conpilation apply to this system

Policies and practices for storing , retrieving, accessing, retaining, and
di sposing of records in the system

Storage: Records are stored on magnetic tapes ad discs, mcroform and
in file fol ders.

Retrievability: Records nay be accessed by nane and SSN

Saf eguards: Buil ding enpl oys security guards. Conputer termnals and
records are |l ocated in areas accessible only to be authorized personnel that
are properly screened, cleared, and trained. Use of ternminals requires
know edge of passwords.

Retenti on and disposal: Records vary in the period of tine retained.
Records on magnetic tapes and discs are destroyed by erasing after
di sposition of the individual's case. Paper records are naintained only
as long as necessary to transfer information to the official personne
record, then they are destroyed.

Syst em nanager (s) and address:

The Commandant of the Marine Corps (M), Headquarters, U S. Marine Corps,
2 Navy Annex, Washington, DC 20380-1775

Record access procedures:

Requests from i ndividuals shoul d be addressed to: Conmandant of the
Marine Corps (MH), Headquarters, U S. Marine Corps, 2 Navy Annex,
Washi ngton, DC 20380-1775

Witten requests for information should contain the full name of the
i ndi vi dual date and place of birth, SSN, and signature.

For personal visits, the individual should be able to provide mlitary
identification card, driver’s license, or another type of identification
bearing picture or signature, or by providing verbal data sufficient to
ensure that the individual is the subject of the record.

Figure 9-4.--Conpleted System Noti ce. --Conti nued.
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Contesting record procedures:

The rules for contesting contents and appealing initial determnation
may be obtained fromthe system nanager

Record source categories:

Information in the systemis obtained fromthe Marine Corps Mlitary
Per sonnel Records; fromthe individual’s commandi ng officer, officer in
charge, Federal, state, and |ocal |aw enforcenent agencies, |awers,
judges, Menbers of Congress, relatives of the individual and private
citizens, the Veterans Adm nistration and the individuals thensel ves.
Exenptions clained for the system

None.

Figure 9-4.--Conpl eted System Noti ce. --Conti nued
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AVENDMVENT OF SYSTEM NOTI CE
MWNO0OO1

System nane: Deserter lnquiry File
Changes:

System nane: Delete the entire entry and substitute: "Absentee
Processing and Deserter File."

System |l ocation: Delete the entire entry and substitute: " - Prinmary
Syst em Absent ee and Deserter Section, Human Resources Division (MH), Head-
quarters, U. S. Marine Corps, Washington, DC 20380-1775. Decentralized
Segnents - U.S. Marine Corps commands to which the absentee is assigned
for duty or adm nistration.”

Categories of individuals covered by the system Add the follow ng phrase
to the last sentence: "...within the last 90 days."

System nmanager (s) and address: Delete the third sentence and substitute:

"...See the Directory of the Navy and Marine Corps Activities Miling
Addr esses. "

Figure 9-5.--Sanple Format for Anendnent of System Noti ce.
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BLANKET ROUTINE USES

BLANKET ROUTINE USES

Certain ‘blanket routine uses’ of the
records have been established that are
applicable to every record system maintained
within the Deparument of Defense uniess
specifically stated otherwise within 2
particular recorc system. These additional
blanket routine uses of the records are
published below only once in the interest of
simplicity, economy and to avoid redundancy.

LAW ENFORCEMENT ROUTINE USE

In the event that a system of records
maintained by this component to cary out its
functions indicates a vioiation or potential
violation of law, wnether civii. criminal or
regulatory in nature, and whether arising by
general statute or by regulation, rule or order
issued pursuant thereto, the relevant records
in the system of records may be referred, as
a routine use, to the appropriate agency.
whether Federal, state, local, or foreign,
charged with the responsibility of
investigating or prosecuting such violation or
charged with enforcing or implementing the
statute, rule, regulation or order issued
pursuant thereto.

DISCLOSURE WHEN REQUESTING
INFORMATION ROUTINE USE

A record from a system of records
maintained by this component may be
disclosed as a routine use to a Federal, state,
or local agency maintaining civil. criminal, or
other relevant enforcement information or
other pertinent information. such as current
licenses, if necessary to obtain information
relevant to a component decision concerning
the hiring or retention of an employee, the
issuance of a security clearance, the letting of
a contract. or the issuance of a license, grant
or other benefit.

DISCLOSURE OF REQUESTED
iNFORMATION ROUTINE USE

A record from a system of records
maintained by this component may be
disciosed to a Federal agency, in response 1o
its request. in connection with the hiring or
retention of an empioyee. the issuance ofa
§ecurily clearance. the reporting of an
investigation of an emplovee, the letting of a
contract, or the issuance of a license, grant
or other benefit by the requesting agency, to
the extent that the information is relevant and
necsssary to the requesting agency’s decision
on the matter. ’

CONGRESSIONAL INQUIRIES
ROUTINE USE

Disclosure from a system of records
maintained by this component may be made
to a Congressional office from the record of
an individual in response to an inquiry from
the Congressional office made at the request
of that individual.

PRIVATE RELIEF LEGISLATION
ROUTINE USE

Relevant information contained in all
systems of records of the Department of
Defense published on or before August 22,
1975, may be disclosed to the Office of
Managemen: and Budget in connection with
the review of private relief legislation as set
forth in OMB Circular A-19 at any stage of
the legislative coordination and clearance
process as set forth in that Circular.

DISCLOSURES REQUIRED BY
INTERNATIONAL AGREEMENTS
ROUTINE USE

A record from a system of records
maintained by this component may be

Figure 9-6 --Blanket Routine Uses.
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BLANKET ROUTINE USES

disclosed to foreign law entorcement,
security, investigatory. or administrative
authorities in order to comply with
requirements imposed by, or to claim rights
conferred in, international agreements and
arrangements including those regulating the
statiorting and status in foreign countries of
Department of Defense military and civilian
personnel.

DISCLOSURE TO STATE AND LOCAL
TAXING AUTHORITIES ROUTINE USE

Any information normally contained in IRS
Form W-2 which is maintained in a record
from a system of records maintained by this
component may be disclosed to state and
lenal taxing authorities with which the
Secretary of the Treasury has entered into
agreements pursuant to Title 5, U.S. Code,
Sections 5516, 5517, 5520. and only to those
state and local taxing authorities for which an
employee or military member is or was
subject to tax regardless of whether tax is or
was withneld. This routine use is in
accordance with Treasury Fiscal
Requirements Manual Bulletin Number 76—
07.

DISCLOSURE TO THE OFFICE OF
PERSONNEL MANAGEMENT
ROUTINE USE

A record from a system of records subject
to the Privacy Act and maintained by this
component may be disclosed to the Office of
Personnel Management concerning
information on pay and leave, benefits,
retirement deductions, and any other
information necessary for the Office of
Personnel Management to carry out its legally
authorized Government-wide personnel
management functions and studies.

DISCLOSURE TO THE DEPARTMENT
OF JUSTICE FOR LITIGATION
ROUTINE USE

A record from a system of records
maintained by this component may be
disclosed as a routine use to any component
of the Department of JTstice for the purpose
of representing the Department of Defense. or
any officer, employee or member of the
Department in pending or potential litigation
10 which the record is pertinent.

DISCLOSURE TO MILITARY
BANKING FACILITIES OVERSEAS
ROUTINE USE

Information as to current military addresses
and assignments may be provided to military
banking facilities who provide banking
services overseas and who are reimbursed by
the Govermnment for certain checking and loan
losses. For personnet separated, discharged,
or retired from the Armed Forces, information
as to last known residential or home of record
address may be provided to the military
banking facility upon certification by a
banking facility officer that the facility has a
returned or dishonored check negotiated by
the individual or the individual has defaulted
on a loan and that if restitution is not made
by the individual. the U.S. Government will
be liable for the losses the facility may incur.

DISCLOSURE OF INFORMATION TO
THE GENERAL SERVICES
ADMINISTRATION ROUTINE USE

A record from a system of records
maintained by this component may be
disclosed as a routine use to the General
Services Administration for the purpose of
records management inspections conducted
under authority of 44 U.S.C. 2904 and 2906.

Figure 9-6 --Blanket Routine Uses--Continued.
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BLANKET ROUTINE USES

DISCLOSURE OF INFORMATION TO
THE NATIONAL ARCHIVES AND
RECORDS ADMINISTRATION
ROUTINE USE

A record from a system of records
maintained by this component may be
disclosed as a routine use to the National
Archives and Records Administration for the
purpose of records management inspections
conducted under authority of 44 U.S.C. 290+
and 2906.

DISCLOSURE TO THE MERIT
SYSTEMS PROTECTION BOARD
ROUTINE USE

A record from a system of records
maintained by this component may be
disclosed as a routine use to the Merit
Systems Protection Board, including the
Office of the Special Counsel for the purpose
of litigation, including administrative
procesdings, appeals, special studies of the
civil service and other merit systems, review
of OPM or component rules and regulations.
investigation of alleged or possible prohibited
personnel practices; including administrative
proceedings involving any individual subject
of a DOD investigation, and such other
functions, promulgated in 5 U.S.C 1205 and
1206, or as may be authorized by law.

COUNTERINTELLIGENCE PURPOSES
ROUTINE USE

A record from a system of records
maintained by this component may be
disclosed as a routine use outside the DOD
or the U.S. Government for the purpose of
counterintelligence activities authorized by
U.S. Law or Executive Order or for the
purpose of enforcing laws which protect the
national security of the United States.

3C

Figure 9-6.--Blanket Routine Uses--Continued.
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CHAPTER 10

EXEMPTI ONS

10000. GENERAL. Portions of information in certain systens of records
mai nt ai ned by the Departnment of the Navy and the Marine Corps have been
exenpted from provi sions of the Privacy Act. Information concerning the
nanme of the system the provisions fromwhich the systemis exenpted,

and the reason(s) for exenption of the record system are published in

the Federal Register. A list of Marine Corps exenpted systens of records
is contained at figure 10-1. Wthin the Departnent of the Navy, only the
Secretary of the Navy is authorized to exenpt systens of records. No system
of records is automatically exenpt fromall provisions of the Privacy Act.

10001. AUTHORI ZED EXEMPTI ONS. There are two categories of authorized
exenptions:

1. Ceneral Exenption. A systemof records nmay be granted a general exenption
by the Secretary of the Navy if maintained by an activity having, as its
principal function: (a) the enforcenent of crimnal law, including the
prevention, control or reduction of crime; (b) the apprehension of crimnals;
and (c) the efforts of prosecutors, courts, and authorities dealing with
correctional, probational, pardon, or parole matters. (Exenption (j)(2)
applies.) Additionally, to qualify for a general exenption, a records
system must consi st of:

a. Individual Crimnal Ofenders. Information conpiled for the purpose
of identifying individual crimnal offenders and all eged of fenders and
containing only identifying data and notations of arrests, the nature and
di sposition of crimnal charges, sentencing, confinenment, rel ease, and
parol e and probational status.

b. Crimnal Investigation. Information conpiled for the purpose of a
crimnal investigation, including reports of informants and investigators,
and associated with an identifiable individual

c. Enforcenent of Criminal Laws. Reports identifiable to an individua
conpiled at any stage in the process of enforcenment of crimnal laws from
arrest or indictnment through rel ease from supervision

2. Specific Exenptions. The Secretary of the Navy may exenpt any system of
records within the Marine Corps fromcertain provisions of the Privacy Act
if the systemof records neets any of the following criteria:
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a. National Security Information. Information classified in the interest
of national security. Before denying an individual access to classified
informati on, the denial authority nust ensure that the information is stil
properly classified and that it nust remain classified in the interest of
nati onal security. See paragraph 10003.1, for guidance on revi ew of
classified information. (Exenption (k)(1) applies.)

b. Investigative Records Not (O ained under the General Exenption
I nvestigative records conpiled for | aw enforcenent purposes other than
mat eri al covered under a general exenption. If the information has been
used to deny the individual a right, benefit, or privilege, the infornation
must be provided unless releasing it would reveal a confidential source.
See paragraph 10003.2, for further guidance. (Exenption (k)(2) applies.)

c. Protection for President of the United States. Records naintained
in connection with providing protective services to the President of the
United States or other individuals authorized such protection. (Exenption

(k) (3) applies.)

d. Statistical Research. Records used only for statistical research or
ot her eval uation purposes and which are not used to nmake deci sions on the
rights, privileges, or benefits of individuals. (Exenption (k)(4) applies.)

e. Investigative Records for Suitability of Enploynment. Investigative
records conpiled solely for the purposes of determning suitability or
qualifications for Federal civilian enploynment, nmilitary service, Federa
contracts or access to classified information, but only to the extent that
provi ding an individual with access to such records could reveal the
identity of a confidential source. (Exenption (k)(5) applies.)

f. Test or Examination Material. Test or exam nation material used
solely to determ ne individual qualifications for appointnment or pronotion
in the Federal service, the disclosure of which would conpromn se the
objectivity or fairness of the testing or exam nation process. (Exenption

(k)(6) applies.)

g. Pronotional Evaluation Records. Evaluation records used for
deternm ning potential for pronotion in the Marine Corps, but only to the
extent that providing and individual with access to such records woul d
reveal the identity of a confidential source. (Exenption (k)(7) applies.)

10002. PROM SE OF CONFI DENTIALITY. Express prom ses of confidentiality may
be granted only in those cases in which the itemto be kept confidential is
filed in an exenpt system of records. Denial authorities are authorized to
grant expressed prom ses of confidentiality on a selective basis, when such
prom ses are needed and in the best interest of the Marine Corps. Oficials
shal | establish appropriate procedures and standards governing the granting
of confidentiality for records systens under their cognizance.
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10003. EXEMPTI ON PROCEDURES. Denial authorities are authorized to deny
requests for notification, access, and anendnent only when the system of
records published in the Federal Register has been identified as being
exenpt fromcertain provisions of the Privacy Act and when a legitinate
purpose i s served by invoking the exenption

1. dassified Exenption. Denial authorities may exercise exenptions for
security reasons. However, prior to exercising this exenption the denia
authority nust take the foll owi ng actions:

a. Security Review. Performa security reveiw of the classified record.
Deni al authority having classification jurisdiction over the classified
record, shall reviewthe record as set forth in OPNAVI NST 5510.1, Departnment
of the Navy Information Security Program Regulation. If the denial authority
does not have classification jurisdiction, imediate coordination with the
of ficial having such authority nmust be made.

b. Determnation of Cearance. If as a result of a security review, it
is determned that the record cannot be declassified, the security clearance
of the individual nust be determned with a review toward granting access to
t he record.

2. Law Enforcenent Records. Requests for access shall not be denied on the
basis of an exenption if the requested record has been used as a basis for
denying the individual a right, benefit, or privilege to which the individua
woul d be entitled in the absence of the record, except that access may be
limted to the extent necessary to protect the identity of a confidentia
source, as defined in paragraph 10002, above or unless it woul d:

a. Interfere with | aw enforcenent proceedings.

b. Deprive a person of aright to a fair trial or an inpartia
adj udi cati on.

c. Constitute an unwarranted invasion of personal privacy.

d. Disclose the identity of a confidential source or disclose
confidential information furnished only by a confidential source in
the course of a crimnal investigation or in the course of a |aw ul
nati onal security intelligence investigation

e. Disclose investigative techniques and procedures not already in the
public domain and requiring protection from public disclosures to ensure
their effectiveness.

f. Endanger the life or physical safety of |aw enforcenent personnel

g. Oherwi se be deened not rel easabl e under the Freedom of the

I nformation Act.
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EXEMPTI ONS FOR MARI NE CORPS RECORDS SYSTEMS
1. ID- MVWN0O0018
SYSNAME - Base Security Incident Reporting System

EXEMPTI ON - Portions of this systemof records are exenpt fromthe foll ow ng
subsections of Title 5, United States Code, Section 552a: (c)(3), (c)(4),

(d), (e)(2) and (3), (e)(4) (9 through (1), (e)(5), (e)(8), (f), and (9).
AUTHORI TY - 5 U.S.C. 552a(j)(2).

REASONS - Granting individuals access to information collected and
mai nt ai ned by these activities relating to the enforcenment of crimna
laws could interfere with orderly investigations, with the orderly
adm nistration of justice, and possibly enabl e suspects to avoid detection
or apprehension. Disclosure of this information could result in the
conceal nent, destruction, or fabrication evidence, and jeopardi ze the
safety and well being of informants, witnesses and their famlies, and
| aw enf orcenent personnel and their famlies. Disclosure of this

i nformati on could al so reveal and render ineffectual investigative

t echni ques, sources, and nethods used by this conmponent, and could
result in the invasion of the privacy of individuals only incidentally
related to an investigation

2. 1D - M NOOOOL

SYSNAME - Personnel Security Eligibility and Access Infornmation System
EXEMPTI ON - Portions of this system of records are exenpt fromthe follow ng
subsections of Title 5 United States Code, Section 552a: (c)(3), (d),
(e)(1) through (3), (e)(4)(G through (1), and (f).

AUTHORITY - 5 U. S.C. 552a (k)(2), (3), and (5), as applicable.

REASONS - Exenpt portions of this systemcontain information that has been
properly classified under Executive Order No. 12065, National Security
Informati on and Material, and that is required to be kept secret in the
interest of national security or foreign policy.

Figure 10-1.--Marine Corps Exenptions.
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Exenpt portions of this systemalso contain information considered rel evant
and necessary to nmake a determ nation as to qualifications, eligibility, or
suitability for Federal civilian enploynent, nmilitary service, Federa
contracts, or access to classified, conpartnented, or otherw se sensitive

i nformati on, and was obtai ned by providing an expressed or inplied assurance
to the source that the individual’s identity would not be revealed to the
subj ect of record.

Exenpted portions of this systemfurther contain information that identifies

sour ces whose confidentiality nmust be protected to ensure that the privacy
and physical safety of those witnesses and informants are protected.

Figure 10-1.--Marine Corps Exenptions--Continued.
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CHAPTER 11
GUI DELI NES FOR RELEASE OF PERSONAL | NFORMATI ON

11000. CGENERAL. The provisions of this chapter apply to all requests for
personal information or assistance concerning Marine Corps mlitary and
civilian personnel.

1. Background. It is the policy of the Marine Corps, consistent with the
Freedom of Information Act (FOA) to nmake available to the public the maximm
anount of information concerning its operations and activities (see MCO
P5720.56). Exenption (b)(6) of the FOA clearly states that the information
in personnel and nedical records and simlar files are exenpt fromthe
provisions of the FOA if disclosure to a nenber of the public would result
in a clearly unwarranted invasion of an individual’s privacy. This chapter
provi des gui dance as to what personal information can or cannot be discl osed.

NOTE: To conply with the Privacy Act of 1974, any record contained in a
system of records filed by nane and/or other personal identifier, nay not be
rel eased unless it neets one of the criteria described in chapter 7 of this
Manual .

2. GQuidelines for Assisting Commercial Firms. Conmercial firnms hold the sane
position and relationship to their custoners and to the Governnent as they
did prior to the enactnent of the Privacy Act. This nmeans that all banks,
branch banks, mlitary banking facilities, credit unions, or any comrercia
facility or concession operating on a Marine Corps installation have no
better standing than any other commercial enterprise in obtaining persona
i nformati on about Marine Corps personnel. The Marine Corps presunes that
comercial enterprises are responsible for safeguarding the infornmation
provi ded by their patrons. Commercial firnms nay request credit information
on Marine Corps personnel. Infornation deternmned to be rel easabl e under
the FO A such as the name of enpl oyee, position/job title, grade, gross
sal ary, dates of enploynent, or simlar information may be provi ded for
credit information (see figures 11-1 and 11-2). Request for particul ar
informati on; for exanple, an eval uation of personal characteristics which
may i nclude pay habits, if known, shall not be provided unless witten
consent of the individual has been furnished.

a. Individual Consent. Disclosure may be nmade of any persona
i nformati on when prior witten consent for the rel ease has been obtai ned
fromthe individual concerned. There is nothing to preclude comercia
enterprises in their direct bilateral negotiations fromsoliciting any
personal information deened necessary. This may include information
recei ved fromthe individual concerned or extracted froma form
i ncorporating a consent for disclosure of personal information. This
formw |l be signed by their potential custonmers. The agreenent nay require

11-3



11000 THE PRI VACY ACT OF 1974

the customer to sign a consent to rel ease personal information at tine of a
conditional sale, agreement, etc. Belowis an exanple of consent and
activities shall provide the appropriate infornmation

"I hereby authorize the Marine Corps to verify ny SSN or other
identifiers and disclose nmy hone address to authorized (nanme of
commercial firm officials so that they may contact nme in connection
with nmy financial business with (nane of commercial form."

b. Locator Assistance. If an individual enployed with the Mrine Corps
is reassigned and fails to informa conmmercial enterprise of their
wher eabouts and has a financial obligation to the firm the renedy is to
seek the | ocator assistance of the individual’s |ast known commander or
supervisor at the official position or duty station within that particul ar
Marine Corps activity. That comrander or supervisor shall either furnish
the individual’s new official duty location address to the requester or
forward, through official channels, any correspondence received pertaining
thereto to the individual’s new cormmander or supervisor for appropriate
assi stance and responses. Correspondence addressed to the individua
concerned at their last official place of business or duty station wll
be forwarded as provided by postal regulations to the new | ocation. Once
an individual’s affiliation with the Marine Corps is term nated through
separation or retirenent, |ocator assistance to provide the hone address
is severely curtailed unless the public interest dictates disclosure of
the | ast known honme address. The activity may at its discretion forward
correspondence to the individual’s |last known hone address. The Marine
Corps, however, is not obligated to act as an internediary for private
matters concerning former Marine Corps personnel

3. Releasable Information Under FOA. Information which should be rel eased
under the FO A shall be provided to the public. Verification of identity
shall be required of an individual and/or comercial enterprise seeking
access to informati on under the FO A only when such information is rel evant
to determ ne whether a "clearly unwarranted invasion of privacy" woul d
result. Refer to MCO P5720.56 and SECNAVI NST 5720. 42 for procedures in
responding to FO A requests. The follow ng guidance is provided for use in
determ ning what information on an individual should or should not be

rel eased to the public.

a. Exception of FOA Information that constitutes an unwarranted
i nvasi on of personal privacy under the FO A shall not be rel eased w t hout
the consent of the individual who is the subject of the requested record.
Information in personnel and nedical files is an exanple of records, the
di scl osure of which, may be an unwarranted invasi on of personal privacy.
To determine if a release would result in an "unwarranted invasion of
personal privacy" consideration should be given to the stated purpose of
the request. To determine if a release is "clearly unwarranted,” the public
interest in requesting the information nust be bal anced agai nst the
sensitivity of the privacy interest being threatened. See figure 11-3 for
poi nts to consi der when

11-4



THE PRI VACY ACT OF 1974 11000

determ ning whether or not to release information. Should conflict exist,
the protection of personal privacy will prevail. Information should not
be withheld fromthe individual’s designed | egal representative unless an
exenption applies. An unwarranted invasion of the privacy of others

di scussed in that record may, however, constitute a basis for deleting
reasonabl e segregabl e portions of the record even when providing to the
subj ect of the record.

b. Mlitary. Information that nmay be rel eased on nmlitary personne
under the FOAis contained in Figure 11-1. This figure nmay be used as a
qui ck reference of some of the information that is rel easabl e.

(1) Decedents. The definition of the term"individual” in the
Privacy Act clearly inplies that the statute only applies to |iving persons.
The FO A, however, authorizes w thholding of certain data fromthe decedents
records to protect the privacy of next of kin or other living persons.

(2) Horme of Record/Present Home Address/Hone Tel ephone Nunber. No
general rule for disclosure of an individual’s hone of record can be adopted
because of the widely differing circunstances that are present in requests
for this itemof information. As the facts and needs will differ in each
ci rcunstance, a bal ancing test nust be made on a case-by-case basis. However,
home of record may usually be released if no street address is given. In
nost cases, an individual’'s geographical location; i.e., dinton, Maryland,
may be provided but not the individual’s street address. The release of an
i ndi vidual s present honme address (which includes barracks and Governnent -
provi ded quarters) and/or hone tel ephone nunber is nornmally considered a
clearly unwarranted invasi on of personal privacy and rel ease is prohibited.
Requests for hone addresses may be forwarded to the | ast known address of the
i ndi vidual for reply at the individual’s discretion. The requester will be
notified of the referral. Release may be pernitted wi thout prior consent of
the individual if:

(a) The individual has indicated there is no objection to
rel ease of their hone address and/or tel ephone nunber

(b) The source of the information is a public docunent; e.g.
comerci al tel ephone directory.

(c) The release is required by Federal statute or law, e.gqg.
to a federally funded programto |ocate fathers who have defaulted on
child support or collection of alinony. Prior to release, the reason
for such rel ease shall be docunented

(d) The releasing official deternmines as a result of a bal ancing
test, that circunstances of the case weigh in favor of release. Wen
applying a balancing test, the interest of the individual in naintaining
privacy from unnecessary public scrutiny nmust be wei ghed agai nst the
i nterest of the

11-5



11000 THE PRI VACY ACT OF 1974

public to have information about Governnment affairs. The reason(s) for
determ ning rel ease of information shall be docunented. Refer to figure
11-3 for general guidance in applying the bal ancing test.

(3) Awards and Decorations/Citations. Releasable. The presentation
of an award, decoration and/or appropriate citation is generally a public
event, usually the subject of sone publicity in the local facility newspaper
and in the case of nost awards and decorations there is a visible token
t her eof worn upon the uniform

(4) Education/ Schooling/ Specialty. Releasable. SECNAVI NST 5211.5
provi des that such information nmay be rel eased. Information as to the major
area of study, school, year of graduation, degree and specialty designator
are generally rel easabl e under FO A

(5) Race. 1n Mdst Cases(s), Not Releasable. To rel ease information
fromdepartnmental records regarding race nay constitute an unwarranted
i nvasion of privacy. It is recognized, however, that on occasion a specific
request may be nade for such information in circunstances in which it is
relevant; e.g., a racially oriented protest or altercation. Were the fact
of an individual’s race is relevant in providing essential facts to the
press, it may be rel eased.

(6) Character of Discharge

(a) Administrative. Not Rel easable. The character of discharge
resulting fromadninistrative processing is not a matter of public record.
Do not rel ease any indication of whether a discharge is honorabl e, general
or undesirable. The DoD has gone to great lengths to preserve the
confidentiality of the character of discharge, including the renpoval of
separation designation nunbers fromthe DD Form 214. The rel ease of this
information to the general public has thus been view as an unwarranted
i nvasi on of personal privacy and not rel easabl e under the Privacy Act unless
the individual provides witten consent.

(b) Punitive. Releasable. In the case of discharge resulting
fromcourt-martial, the proceedings and record are exenpt fromthe
restrictions of the Privacy Act because that Act incorporates the definition
of "agency" found at 5 U.S.C. 551(1) which specifically excludes court-
martial (see 5 U S.C. 551(1)(F). The proceedings are public. Therefore, the
approved sentence and subsequent clenency action, if any, are rel easable.

(7) Duty Status. Releasable. The rel ease of information regarding
duty status is permtted to include relevant dates, as specified in
appropriate departnental directives. Release of information such as the
fact of unauthorized absence/desertion, hospitalization, in hands of civi
authorities awaiting trial, and confinenment by mlitary authorities awaiting
trial is permtted.
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(8) Decisions of Personnel Records. Releasable after decision by
final approving authority if the board action applies to a category of
persons, as opposed to an individual. O herwi se, the records are not
rel easabl e.

(9) Photographs in the Custody of the DoD. Photographs of DoD
mlitary and civilian personnel taken for official purposes are generally
rel easabl e unl ess the photograph depicts matters that if disclosed to
public view would constitute a clearly unwarranted invasi on of persona
privacy. GCenerally, award cerenony photographs, official selection file
phot ogr aphs, chain of comrand phot ographs, and simlar photographs are
rel easabl e. Photographs of Marine Corps mlitary and civilian nenbers
whi ch contain certain personal information, such as the SSN and hone
address, on the reverse side shall be deleted prior to the rel ease.

(10) Court-Martial Proceedings. JAG NST 5800.7, Manual of the Judge
Advocat e Ceneral (JAG, Paragraph 0142, addresses the release of information
in cases involving court-martial proceedings. Essentially, this Manual |ists
i nformati on about a person accused or suspected of an of fense which may be
rel eased. Circunstances may dictate the rel ease of additional informtion
or the nonrel ease of the information cited in the JAG Manual . In such cases,
the senior judge advocate of the command invol ved shall be responsible for
determ ni ng whet her questionable material shall be rel eased. The fina
decision of a court-martial is releasable to the public.

c. Guvilians. Information rel easable under the FOA on civilian
enpl oyees is shown in figure 11-2. Rules applicable to civilian personne
may vary substantially fromwhat is considered releasable on mlitary
personnel. Requests for information submtted by | abor organi zations citing
deci sions of the Federal Labor Relations Authority, Public Law 95-454, or
5 U S . C Section 7114 as the basis for the request, should be coordinated
with the | ocal |abor relations advisor. Refer to 5 C.F.R Sections 294 and
297 for further guidance on releasable information on civilian personnel

4. Applicability to Deceased Persons. Data pertaining to deceased service
nmenber s/ enpl oyees may be rel eased under the Privacy Act; i.e., dates of
service, date and place of birth, place of burial, etc. Although the
Privacy Act was not designed to protect the records of deceased individuals
from di scl osure, discretion should al ways be used when information about
decedents is released. This practice will protect the privacy of next of
kin and it is keeping with the spirit and intent of the Act. |n unusua
circunstances, the FO A authorities wthhol ding of sone data to protect

the privacy of next of Kkin.

5. Providing Wage and Earning Statenents (W2 Forns) for Mlitary Personne
to State and Local Tax Authorities. The information contained on W2 Fornmns
is required to be disclosed to state and | ocal taxing authories under the
FO A.  No accounting of such disclosures is required
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6. Miiling Lists. Disclosure of unclassified Iists of names and duty
addresses or duty tel ephone nunbers of nenbers assigned to units that are
stationed in foreign territories, routinely deployable or sensitive can
constitute a clearly unwarranted invasi on of personal privacy. Lists that
fall in these categories may be w thheld under exenption (b)(6) of the
Freedom of Information Act. Disclosure of such information poses a security
threat to those service nmenbers because it reveals information as to their
degree of involvenment in mlitary actions in support of national policy, the
type of unit they are attached to, and their absence fromtheir househol ds.
Rel ease of such lists aids the targeting of service nenbers and their
famlies by terrorists or other persons opposed to inplenentation of nationa
policy. Only an extraordinary public interest in disclosure of this

i nformati on can outwei gh the need and responsibility of the Marine Corps to
protect service nmenbers and their famlies, especially those who have been
subj ected to harassnment, threats, and physical injury. This policy applies
to the followi ng types of units:

(1) Units located outside the 50 states, District of Col unbia,
Commonweal th of Puerto Rico, Guam U. S. Virgin Islands, and Anerican Sanpa.

(2) Routinely Deployable Units. Those units formng the core of the
operating forces; for exanple, organized, equipped, and specially tasked to
participate directly in strategic or tactical operations. These units
normal |y depl oy fromhonme port or permanent station on a periodic or rotating
basis to neet operational requirenments or participate in schedul ed exerci ses.
This includes all Fleet Mrine Forces.

(3) Units Engaged in Sensitive Operations. These are units invol ved
in covert, clandestine, or classified mssions, (to include units involved
in collecting, handling, or storing classified information and naterials).
This also includes units involved in training or advising forei gn personnel

Exceptions to this policy nmust be coordinated with the CMC (ARAD) prior to
responding to the requester, including request for this type of infornation
from Menmbers of Congress.

7. GCuvilian Enpl oyees Addresses. Disclosure of addresses of Marine Corps
civilian enployees is governed by OPMregul ati ons.
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RELEASABLE | NFORMATI ON ON M LI TARY
Nane
G ade
Dat e of Rank
Duty Status at Any Gven Tine
*Present and Past Duty Station
*Future Assignnents that are Oficially Established
*Office or Duty Tel ephone Nunbers
Sour ce of Commi ssion

Attendance at Professional and MIlitary Schools (Mjor Area of Study, School,
Year of Graduati on and Degree)

Pronoti onal Sequence Nunber

Decor ati ons and Medal s

NOTE: Itens |isted above are not all inclusive of information that may be
rel easabl e.

*See paragraph 11000.6 for additional guidance on release of official or
duty station addresses and tel ephone nunbers.

Figure 11-1.--Releasable Information on Mlitary.
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RELEASABLE | NFORMATI ON ON CI VI LI ANS
Nane
Present and Past Position Titles
Present and Past G ades
Present and Past Sal aries
Gross Salary
Present and past duty stations (which includes room nunbers, shop
designation, or other identifying information regarding buildings
or places of enploynent)
Di scl osure of other personal information pertaining to civilian enployees

shall be made in accordance with the Federal Personnel Manual, Chapter 294,
subchapter 7.

Figure 11-2.--Rel easable Information on Cvilians.
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PO NTS TO CONSI DER WHEN APPLYI NG THE BALANCI NG TEST FOR DETERM NATI ON OF
RELEASE OF | NFORMATI ON

NOTE: The followi ng points are not inclusive, but nay be used as a basic
tool for evaluation.

1. Do individuals normally have an expectation of privacy in the type
i nformati on being considered for disclosure?

2. Is the information readily avail able el sewhere from public sources?
3. What is the public interest to be served by the rel ease?

4. \Wat relationship exists between the proposed recipient and the public
interest to be served by release, if any?

5. WII the individual to whomthe record pertains gain any benefit from
the release? If so, is this a significant benefit or only a nargi nal one?

6. What are the possibilities of other invasions of personal privacy which
m ght result fromfurther release of the infornmation by the intended
reci pient?

7. 1Is the individual to whomthe information pertains particularly
newsworthy or a public figure?

8. How sensitive is the information to be released to the individua

or fam|ly?

9. Howoldis the information? (For exanple, to disclose that an individua
has been arrested and is being held for trial by court-martial is normally
permtted, while to disclose an arrest which did not result in conviction

m ght not be permtted after the passage of tine.)

10. Has the information been made public as a result of a trial or public
heari ng?

11. How nmuch know edge does the requester have of the information requested?

Figure 11-3.--Points to Consider Wien Applying Bal anci ng Test.
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CHAPTER 12

I NSTRUCTI ONS FOR ANNUAL PRI VACY ACT REPORT
AND OTHER | NFORVATI ON REQUI REMENTS

12000. GENERAL. An annual report will be submitted to the Congress on
records systens maintained by the Mari ne Corps. The annual report contained
in this Manual is based on the OVB gui dance and supersedes the previous
report. The report control synbol assigned this report is DD 5211-01

1. Reporting Responsibilities

a. Marine Corps commanders will be responsible for preparing and
submtting a consolidated report for their headquarters and subordinate
activities, to the CMC (ARAD) by 1 February of each year

b. The CMC (ARAD) is responsible for preparing the consolidated Mrine
Corps report, for subm ssion to the Chief of Naval Operations by 28 February
of each year and further transmittal of the OVB

c. Marine Corps units that are afl oat and operational aviation squadrons
who have not received or responded to a Privacy Act request during the
reporting period are exenpt fromthis reporting requirenent.

2. Reporting Requirenents

a. Prepare and submit to the CMC (ARAD) the consolidated annual report
usi ng NAVMC 11326 (2-95) (EF) (figure 12-1). Commanders and headquarters
staff agencies shall establish procedures to ensure that responsible
personnel are alerted to accunul ate and mai ntai n throughout the cal endar
year, all the appropriate information, data, facts and statistics necessary
for input to the report.

b. NAVMC 11326 is accessible in the Marine Corps Electronic Forms System
(MCEFS) as well as the normal supply channels. MCEFS provides the capability
to conplete, save, transmt and print forns/forns data. For additiona
i nformati on on MCEFS, contact your G 1/S-1 or forms nanagenent area.

3. Disposition Guidance. Copies of annual reports nmaintained by Marine
Corps commanders may be destroyed 2 years after subnission to CMC ( ARAD)
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12001. LI TI GATI ON STATUS SHEET. Wien a conplaint citing the Privacy Act
is filed ina US. District Court against the Marine Corps, or any Mrine
Cor ps enpl oyee, the responsible system manager shall notify pronptly the
CMC (ARAD). A sample litigation status sheets requires, at‘ nmininum the
information listed in figure 12-2. Revised litigation status sheets are
required at each stage of the litigation. Copies of the formal opinion or
judgnment will be provided to the CMC (ARAD).
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PRIVACY ACT - ANNUAL REPORT

POINT CACONTACT: Provicz tne name, tlig, And r@lechore numsar f (Ne InAr/icud: Wwno 1S reSCconsicie ior

NALE. TITLE:

s from §¥sStams 3f r2C0e

(ST Y

SRCISE OF INCIVICUALS RIGHTS: This repert requasts tng numces of Times :ncivICuals TeQuesiAc reClr
cl 3 14

gX 2 <
sncerming tnemselves. Count Sriy tnose Insiances wrer:2 che ingivicual has Sitad the Frivacy ASt Sr sSme imclementing IMSIruClans T
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CESCAIFTICN CF ACTICMS TAKEN

3. Tortal numboer of requests far access:

b, Number of requests whally or parzially grantec:

N

o
(A
)

/>

c. Number of recuests totally denied:

\r__/
d. Nurmber of requests for which no record was found: \

/

a. Number of recuests to amend records in system: //\\ \>

.
i Number of amendment recuests whally or partially crantedﬁ K \ \

p—g
g. Numger of amendment recuests totally denied: /\

n. If your agency cenied an incivicual access 0 h,

\ n\/\\_@ther than a Privacy Act exemotion ((j} or
(X)), describe below and pgrovice the legal justiticftion f i (usedwfntinuation snestif neecdec):

lcanuify srociems, indicaia new eff

Figure 12-1.--Content for Annual Report.
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LI TI GATI ON STATUS SHEET
Case Nane and Numnber
Plaintiff(s):
Def endent (s):
Basis for Court Actions:
Initial Litigations:
a. Date Conplaint or Charges Fil ed:
b. Court:
c. Court Action:
Appeal (if any):
a. Date Appeal Filed:
b. Courts:
c. Case Nunber:
d. Court Ruling:

Renar ks:

Figure 12-2.--Litigation Status Sheet.



THE PRI VACY ACT OF 1974

CHAPTER 13
TRAI NI NG
PARAGRAPH PAGE
TRAINING REQUIREMENTS . . . . . . . . . . . . . . 13000 13-3
FI GURE
13-1 TRAINING SCRIPT . . . . . . . . . . . . . . 13-5

13-1






THE PRI VACY ACT OF 1974

CHAPTER 13
TRAI NI NG

13000. TRAI NING REQUI REMENTS. The Privacy Act requires the Marine Corps to
conduct training for all personnel involved in the design, devel opnent,
operation, or maintenance of any systens of records. Al such personnel will
be instructed in the principal provisions of the Act.

1. njectives. To satisfy this requirenent, the foll ow ng objectives are
est abl i shed:

a. Oientation. To provide orientation to the design, devel opnment,
operation, or maintenance of any systens of records in the principa
provi sions of the Privacy Act, include as a nmininumthe follow ng:

(1) Background and Scope.

(2) Explanation of Terns.

(3) Responsibilities.

(4) Access, Anendnent, and Notification Procedures.
(5) Collection of Information from I ndividual

(6) Disclosure Procedures.

(7) Safeguarding Personal Information

(8) Systens of Records.

(9) Exenptions.

(10) Rules of Release of Infornation

b. Working Know edge. Provide a specific working know edge of the
princi pal provisions of the Privacy Act to all Marine and civilian personne

whose normal duties include maintenance of personal information which is part
of a record or system of records.

2. Responsibility. Conmanders will be responsible for the orientation and
training of the principal provisions of the Privacy Act to all Marines and
civilian personnel whose normal duties
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i ncl ude the mai ntenance of personal information. The Commandant of the
Marine Corps (ARAD) will be responsible for providing training or access

to training for all Marines and civilian enployees of the Headquarters staff
agencies. Figure 13-1 provides a suggested vehicle and may be devel oped
with slides for training.
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PRI VACY ACT SCRI PT

Slide 1 - | NTRODUCTI ON

The Privacy Act requires each Federal agency to train all personnel involved
in the design, devel opment, operation, and mai ntenance of records system
subject to the Act. Since the lawis very technical and subject to interp-
retations, this training session is designed to provide a broad overvi ew and
shoul d serve as an orientation for new personnel

Slide 2 - BACKGROUND

To better understand why the Privacy Act was put into law, it may be
hel pful to provide you with sone background.

In recent years, both in and out of CGovernnent, there has been a vast
increase in the anount of data collected on individuals.

In part, the rapid gromh of conputer technol ogy nmagnified the problem and
i ncreased the potential to violate the individual’s privacy.

Al t hough it appeared that we had sufficient safeguards to protect the

i ndi vidual, there was a flagrant m suse of the data, which in sonme cases
was used to harman individual. (G ve exanples of situations which have
appeared in the news nedia reports, etc.)

As a result, Congress saw the need to reassert the constitutional rights
of an individual.

Hence, the enactnment of the Privacy Act (P.L. 93-579).

Slide 3 - FEATURES

I’ msure you have heard the words "Privacy Act,"” but can you really define
what the Act is all about and nore inportantly, do you really understand how
it protects you? There are two primary features of the Privacy Act:

(1) It provides safeguards agai nst any invasion of personal privacy.

(2) It enables individuals to gain access to records pertaining to
t hensel ves.

Figure 13-1.--Training Script.
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Slide 4 - APPLICABILITY

The Privacy Act applies to:

- Only Federal agencies within the Executive Branch of Governnent. This
includes the mlitary departnents.

- Any commercial contractors hired to acconplish a Governnent m ssion
and who mai ntains or access files containing personal information

- Systens of records where information is retrieved by a persona
identifier, such as the nane, social security nunber, fingerprint,
phot ogr aph, etc.

As you can see, the Act enconpasses alnost all the files that you are
famliar wth.

Slide 5 - HE PRI VACY ACT VERSUS FREEDOM OF | NFORVATI ON ACT

It may be beneficial at this point to talk briefly about the Freedom of
Information Act and the relationship between the Privacy Act and the
Freedom of Information Act.

In case you are uncl ear about the Freedom of Information Act, it can be
expl ai ned as foll ows:

- The Freedom of Information Act was designed to enable the public to
obtain information about an agency.

- The Privacy Act enables individuals to request information about
t hensel ves.

Many believe that these acts conflict, but this is not so. In briefest
ternms, personal information is usually considered private--informtion
about an agency and the way it conducts its business is usually

consi dered publi c.

Slide 6 - RELEASABLE | NFORVATI ON (M LI TARY)

There are certain items of information which are releasable to the public
wi t hout invading an individual’'s privacy. (Refer to figure 11-1 of this
Manual for items that are rel easabl e under the Freedom of Information Act
on mlitary personnel.) This neans that prior consent by the individua
for release of information is not necessary.

Al t hough sonme of the information nmay appear to be personal and thus
protected by the Privacy Act, it has been determned to be of public
record and, therefore, not an invasion of one s privacy.

Figure 13-1.--Training Script--Continued.
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Slide 7 - RELEASABLE | NFORVATI ON (Cl VI LI ANS)

Certain itens of information are releasable on civilian personnel without
consent of the individual concerned. You nmay release the itens of
information listed (refer to Figure 11-2), but for further guidance on
rel easable information on civilians refer to the Federal Personnel Mnual
chapter 294, subchapter 7 or contact the civilian personnel office.

Slide 8 - RIGATS AND RESPONSI BI LI TI ES

Now t hat you know why this | aw was enacted, let’s talk about your rights
and responsibilities under the Act.

- The Act requires that you be entitled to know just what records are
bei ng mai ntai ned on you and to expect that no unauthorized information wll
be used to make unfair determ nations.

- Records gathered for one purpose cannot be used for another without
your consent. For exanple: Honme addressees collected for inclusion in an
energency recall roster could not then be used for a social roster unless
bot h have been previously identified.

- You can review your records at any tinme, in a conprehensible form
and request a copy be nade of any portion of that file. You may be charged
duplication fees but no search fees. Under the Freedom of Information Act,
however, you could be charged for any retrieval cost and/or search fees
associated with obtaining the information to satisfy your request.

Slide 9 - NO SECRET FILES
No secret files are allowed to be maintained on an individual. |I’m not
tal king about classified files, I'’mtalking about the "nmere existence" of

a record which prior to the enactnment of the |aw, may have been hi dden
Just stop and think for a nonment, do you know of any files which the pubic
does not know exist?

There are sone records which are exenpt from di sclosure to individuals,
however, their existence nust at |east be identified. There is a distinct
di fference between a record existing and an agency being required to

di sclose it contents.

Slide 10 - FEDERAL REQ STER

In order to properly and legally naintain files, a requirenent exists to
publish a listing in the Federal Register of all systens of records which
the Marine Corps maintains and are retrieved by a personal identifier. The
noti ces include such categories as:

Figure 13-1.--Training Script--Continued.
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- A description of files.
- Instructions on how to request access.
- Who to contact for assistance.

For those who are unfamiliar with the Federal Register, it is a daily
publication of regulations and | egal notices issued by Federal agencies.
They can be found in any Marine Corps |legal office and also in any public
library. (If the Federal Register is not available, refer to the current
publication in Marine Corps Order 5211 series showi ng system notices under
the Privacy Act.)

Slide 11 - ORGAN ZATI ONAL RESPONSI BI LI TI ES

The Marine Corps can only maintain information that is required by |aw
Executive Order or is relevant and necessary to carry out its mssion. No

| onger can we collect information because it is nice to have or perhaps it
is anticipated that the information will be needed in the future. The
primary objective of the Act was to report infornmation as accurately as is
feasible. To acconplish this objective, collect information directly from
the individual, not fromfriends, third parties, or acquai ntances.

There are several precise requirenents which nust be satisfied when
collecting informati on. You nust informthe individual

- Under what authority (statute/Executive O der).

- Purposes. For exanmple, the infornmation is required to process an
I D card.

- Routine uses; i.e., what use will be made of the information; wll
it be used for pronotion, or assignnment, or training, etc.?

- Whether the information solicited is mandatory or voluntary.

- The effect of not providing the requested infornmation. Please note,
however, that the effects should never be viewed as a threat to the
i ndi vi dual

The Privacy Act statenent should be brief and easily understood. It can be
part of the form attached as a separate sheet, or conspicuously posted in
the working area in which the information is collected. Everyone has been
requested to sign at |east one of these statenents. The Marine Corps
recogni zed the adnministrative burden associated with the devel opnment of

t he statenent and

Figure 13-1.--Training Script--Continued.
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desi gned a bl anket statenent for the collection of information concerning
personnel and pay matters. Once each individual signs the blanket statenent,
it is permanently placed in the individual’s record and this authorizes the
Marine Corps to collect/solicit any type of information fromthe individua
associated with their personnel record and/or pay.

Anot her responsibility of the Marine Corps is to publish notice in the
Federal Register of all systens of records fromwhich information is
retrieved by a personal identifier. Wen the Act was first inplenented,
all Federal agencies were required to publish notice of their systens.

At present, the Marine Corps nmintains approxi mately 100 systens. For
those who are unfanmiliar with the Federal Register, it provides a neans
by which the public can |l earn about the activities of the Governnent
agencies. Anyone who wants to know whether an agency is keeping records
whi ch might pertain to themcan find out by checking the Federal Register

Anot her requirenent of the Privacy Act states that we nust establish nore
positive safeguards to protect to protect the security and confidentiality
of personal data. This applies to both paper records such as the OQR/ SRB as
wel | as automated records.

Each office maintaining or accessing personal information nmust now establish
adm ni strative, technical and physical safeguards to ensure the confiden-
tiality of records and to protect against any threats which could result

in substantial harm enbarrassnment or unfairness to the individual

- We nust restrict access to those who require the records in the
performance of their official duties (a need to know) or to the individua
who is the subject of the record or an authorized representative.

- Al personal information shall be treated as "For Official Use Only."

- Al information nust be stored in |ocked nmetal filing cabinets or
behi nd | ocked roons when you secure for the day.

- Al information which is no | onger needed shall be torn or destroyed
to preclude recognition or reconstruction. There is an exception to this
rule. W recognize that it would be nore difficult to identify infornmation
about individuals in bulk quantities, such as punch cards, conputer
printouts, and other bul ky products. These may be destroyed via the norna
trash cycles for scrap or recycling.

The case with which our personnel use renopte termnals to query the Marine
Corps Total Force System for exanple, necessitates close control also.
Figure 13-1.--Training Script--Continued.
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- We should limt access to personal information via our on-line
terminals only to authorized individuals having a need to know. Lists
shoul d al ways be posted as to who is allowed to use the term nals.

- Establish positive identification via passwords, access lists, and
control | ed areas.

- Supervisors nust enforce periodic checks of conputer-operated output
either by nmeans of internal audit procedures or data base access accounting
reports.

- Always be provided positive identification or authorization prior to
rel easing information to any individual

- Files not subject to the Privacy Act but created fromfiles known to
contain personal information, nust be exam ned to ensure that they cannot
be used to regenerate any personal information and used for other purposes.

- Label any output and storage nedia containing personal information to
warn individuals of the presence of personal data and the need for proper
handling. (For exanple: Restricted Area--Authorized Personnel Only.)

All areas or facilities that process or contain personal information should
be designated as controlled areas and identified accordingly.

Al ways renmenber that passwords nust be periodically changed. Passwords
shoul d never be assigned to individuals based on characteristics such

as initials, birth date, or tel ephone nunber. Al too often we are carel ess
on how we store, safeguard, or dispose of files. There is a constant need
for security and safeguardi ng personal information

The Privacy Act requires that the Marine Corps conduct training/orientation
for all active duty and Reserve personnel and each civilian enployee in the
basi c provisions of the Act. If the individual’s normal duties include the
mai nt enance of personal information which is part of a system of records,
the law requires that those individuals be know edgeable in the principa
provi sions of the Act, and annually briefed on any maj or changes/anmendnents
or new gui dance issued to continue the effective adm nistration of the
Privacy Act.

The subm ssion of the annual report on privacy natters appears to create the
nmost confusion fromthe field activities. The follow ng highlights sone of

the major problemareas field activities are experiencing when preparing the
annual report.

Figure 13-1.--Training Script--Continued.
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- The content/format may change each year. This is a fact of life and
until higher authorities develop a standard format for subm ssion of the
report, commands nust continue to maintain the statistics requested.

- Since Congress is concerned about the inpact of this |egislation on
the public, each activity will be queried annually concerning the nunber
of requests received for access/anmendnent to its records. Recomrend that
each activity continue to naintain an accurate accounting of those requests
in a nethod that is easily retrievable for future subm ssions even though
this format coul d be revised.

Slide 12 - DI SCLOSURE

Questions nost frequently asked relate to the disclosure provision.

The general rule for disclosure is: Information cannot be disclosed without
the consent of the individual concerned. However, there are exceptions to
the rule. Information nmay be disclosed without the individual’s consent to:

- Departnment of Defense personnel with a need to know. For exanple, a
pay clerk may have access to an individual’s personnel record in order to
resolve a particular pay discrepancy.

- Requests which the information is required to be rel eased under the
Freedom of I nformation Act.

- Aroutine user, if that agency has been previously identified as such
in a systemnotice.

- The Bureau of Census when conducting a census.

- Requests for statistical research if the informati on does not identify
i ndi vidual’s by name or other personal identifier. For exanple, if
information is requested on how many hi gh school graduates versus non-high
school graduates have disciplinary problens, that statistic would be
rel easabl e.

- The National Archives for historical purposes.

- An agency or individual in an enmergency or conpelling situation
affecting the health and/or safety of an individual

- Alaw enforcenment agency if the request is in witing and on officia
| etterhead.
Figure 13-1.--Training Script--Continued.
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- A congressional conmmittee in the performance of its duties to the
extent of matters within its jurisdiction or to a Congressman, nmade at the
request of the Congressman’s constituent.

- Ceneral Accounting Ofice in the performance of its duties.

- And to the courts.
It is relatively easy to obtain information about yourself. |If you stil
bel i eve, however, that this whole | aw has created an adm nistrative burden
and was not necessary, always renenber that the Act was designed to protect

your privacy and to restrict others from obtaining information about you.

Slide 13 - DI SCLOSURE W THOUT CONSENT

No di scl osure wi thout consent. This is a key point!

Slide 14 - DI SCLOSURE ACCOUNTI NG

Anot her inportant provision of the Act cites that each individual has the
right at any tine to request an accurate accounting of information disclosed
about themto an agency outside of the Departnent of Defense. In order for
the Marine Corps to fulfill this requirenment, it nust keep an accurate
accounting of the day, nature, purpose and person/agency that the

i nformati on was di scl osed.

The Marine Corps nmust retain these accounting records for 5 years or the
life of the record, whichever is |onger

These records nust be nade available at any tinme to the requesting
individual. This will permt you to know precisely how and what
i nformati on about you is used.

Slide 15- ACTI ON CORRECTI ON

Each enpl oyee with the Marine Corps has the right to be notified of the
exi stence of records that pertain to the individual, to have access to
those records, to copy them and to have them anended if they are not
accurate, relevant, tinely, and conplete.

The second part of this slide addresses the Marine Corps responsibilities.

- Upon receipt of the request for notification, access or anendnent to
a particular systemof records, the Marine Corps has 10 days to acknow edge
the request.

Figure 13-1.--Training Script--Continued.
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- Wien a request to amend a record is received, the Marine Corps wll
review the request and deci de whether the request should be granted or
denied. If the reviewing official agrees with the initial request to
anend the record, the record will be anmended accordingly. If the review ng
official denies the initial request to anmend the record, the requesting
i ndi vidual will then be advised of the right to appeal to the Secretary
of the Navy for correction of the record.

- Upon receipt of the request for admnistrative review by the Secretary
of the Navy, the review shall be acted on within 30 days and the individua
informed of the final determination. If it is determ ned that the request
shoul d be granted, in whole or in part, the system nmanager shall be directed
to take appropriate action to anend the record. If it is determ ned that
the request should be denied, the requesting individual shall be inforned
of the reasons thereof and the right to seek judicial relief in the Federa
courts.

Slide 16 - EXEMPTED RECORDS

Under certain circunstances, all or portions of a file may be withheld from
you but only to the extent that the rel ease of the data nay:

- damage national security;
- inpede a | aw enforcenent activity; or
- reveal the identity of a confidential source

There are certain categories of information which are subject to either a
general or specific exenption

The general exenption category applies to infornmation maintained by either

the CIA or conpiled for crimnal |aw enforcenment purposes. The Marine Corps
has claimed this exenption for the Base Security Incident Reporting System
The specific exenption category relates to such files as:

- those classified for national defense;

- investigations compiled for | aw enforcenent purposes or detern ning
suitability for enploynent;

- for statistical research;

Figure 13-1.--Training Script--Continued.
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- providing protective services for the President; and

- for test/exam nation material such as the recruiting test or the Cvi
Service test admnistered for enploynent.

The Marine Corps has clainmed this exenption for the Personnel Security
Eligibility and Access Information System

Slide 17 - NONCOVPLI ANCE

There are penalties if you fail to conply with the provision of the Privacy
Act. You could be penalized for

- Maintaining secret data or file.
- WIlfully disclosing information to unauthorized personnel
- Disclosing informati on under fal se pretenses.

Slide 18 - PENALTIES

What are the penalties?
- The agency, in this case, the Marine Corps, would be sued.

- The individual involved would be charged with a m sdeneanor and
fined up to $5, 000.

CONCLUSI ON
Now t hat you have all been briefed on the basis provisions of the Privacy
Act, MCO P5211.2B is the docunent which fully outlines the rules and
procedures that nust be followed in your daily duties. If any questions

arise, be sure to contact the local Privacy Act Coordi nator or the
Privacy Act Coordinator for the Marine Corps (ARAD).

Figure 13-1.--Training Script--Continued.
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